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ABSTRACT

Title of Dissertation Legal Measures Controlling Crimes Against
Cryptocurrency

Author Miss Pongjira Cherdchoo

Degree Doctor of Laws

Year 2022

The purpose of this thesis is to explore and find appropriate measures to
control crimes relating to cryptocurrencies. At present, the use or possession of
cryptocurrencies among the general public are, yet, without any legal control
mechanisms, and as such the abuse or illegal acquisition of such currencies could
lead to catastrophic ramifications of the overall economic system and the society.
According to the study of the relevant legislation and criminal measures, key issues
on this topic include: the ambiguity of the legal status of cryptocurrencies,
incomprehensible offences under the law which does not cover theft of
cryptocurrencies and abuse of another person’s computer resources, as well as the
issue relating to international cooperation. As a result, the appropriate measures in
response to those issues have been explored and concluded that there should be
explicit substantive legislation on the matter to ensure standardized enforcement of
the laws, along with the effective implementation of mutual legal assistance in
criminal matters consistent with international principles. Internal laws, domestic laws,
instrument of mutual legal assistance in criminal matters will be analyzed. Also,
qualitative research will be conducted by various means i.e., documentary research
and gathering of information from different literature, including books, researches,
statutes, textbooks, magazines, articles, and the Supreme Court decisions.

The proposal of this thesis consists of legal suggestions i.e., the legal status of
cryptocurrencies should be specifically given, with enactment of additional statutory
provisions to fulfill the current loopholes of the law so that certain acts are

criminalized. Also, as for other suggestions, it is proposed that there should be



activities for relevant officers to promote the exchange of knowledge and expertise
required to prevent and suppress crimes relating to cryptocurrencies. In addition,
there should be outreach activities for the general public on how to securely use
and own cryptocurrencies. Practical guidelines on mutual legal assistance in criminal
matters via both formal and informal channels should also be gathered. This is to
ensure effective control of crimes relating to cryptocurrencies under the scope of

criminal law.
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Terrorist Financing: Assessing the Risks and Evaluating Responses (Washington:
European Parliament, 2018), Retrieved September 22, 2019 from
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604970 EN.pdf

‘A digital representation of value that is not issued or guaranteed by a central
bank or a public authority, is not necessarily attached to a legally established
currency and does not possess a legal status of currency or money, but is accepted
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stored and traded electronically.’
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Regulations to Persons Administering, Exchanging, or Using Virtual Currencies,
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%7 Financial Action Task Force, Virtual Currencies: Key Definitions and
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% 19151 3 WHINTEIIIAMUANITUTENOUTINAFUNSNERANE .A. 2561

69 s55u5ne niusns, Sans 29Alsat, nBRd fuanu Lavind dualeny, “FAQ
Cryptocurrencies and Friends: 4innN3sy Welw1ng mﬁmﬁmuazmiﬁ’]ﬁuaua,” Digital

Currency Series 2 (7 {unAu 2563): 1.



29

a s o 1 e [ Ya ¢ & A a
Ao unesgnimualilaeaunduunis Jajmingldlnneidiludonarnisuanilisuin
¢ & [ [ PN « a s & =) 4 [ Y
AagttuIrgnIniulInAToIreuiInes wauiounseauinlnuvelddaunsaloulni
16 nsznisionzuiinisihdnpeeunlddnsesadualudnyasionsinlimdilainyanala o
a1u1saltlinpestdevieduinazinuiuanildsuiuldunsnanais q 1 lnenimuadnsn
a ) | vaa 4 o a N ¢ | &
wanwaguauaunelatuedunquilinianuweiulussuunmstuvesdnneedl oglsh

pusuAseialsemalnedildlaUsenasausulrtnmesilianiuziduRuasiaiuisadnsey

willamungvuie Snviedslaifiyarludies yarvemiisdeyatuaziusiulunuaiy
v ' & = a D2 < 2 a Ao vy A P
AoiNsveInauAunveuty Juldsuwdadliegnsinsuasnanedudanlidficladielidyle

ABINITHAD

aa o = CY = a A

9INTINENTIIANUNLIETDIENaRUATYR Fsasuliinanaluaidviavunefed

9

T dusmnanslunisuanildewdud vsn1s JyarmnanistuwagyimiNadeudutunsi

Y

aglusuunuuRdviadaldlywsvgyriesudnsluanatuuimvesUsemalnevsevesseinaay

a U =2 o

Uagtuanaiuidviadedlifianusdutuasmunguunglng uasdslifinnsauaudlviinns

[
Y a

ldldlumanfveu dwluminiinanudennervdinansznulnesufessuuAsegnaves

Usenela

aa o

2.2.1.3 M3PoUTULATANULYRIENARUATYIA
Uagtuanatuadviadunidnuazgnldegaunsvareiinlan wewinidunis

ygsnssuanunsaeusionuldlulanesulal wisgnelsfinunissensuwaznsimunaniuz

Y 1

YBIENAR WAV tAarUsEInASalinUuANA1 IR UBgN U UTUNYBIUAR U TENA TIN1T

LY

gousunuINMsetostuswituIsemaealisousuanalufiva tauwdanisiivue

a Y]

ngszideunineasivanaluadvianuansaiueanlusme

" surpswisUssmelng, “deyaieiiuinaesisarniiedeyaniadidnnsetind

[

du 9 NllanwaglnalAssiy,” 911ve95uRsHisUsEIAlNY 8 (2557).



30

~

M Both tax and anti-money laundering/ MW Implicit cryptocurrency ban (where legislation makes

terrorism financing regulations it difficult to access cryptocurrency markets)

W Anti-money laundering/terrorism financing Cryptocurrency ban

regulations
M Taxregulations

At 2.1 World Map Showing Differences in Cryptocurrency Regulation’!

ﬂ%qﬁ’mm’azﬂszmﬁﬁmmmimsiuﬁLﬁ'm%aaﬁ’u Cryptocurrency LANA1Y
i (?T’qLwiaau%’uamumwmmgwmﬂ nsmmuangunusieuludig q Tunisaiuau
naenuusUszmnaldivunlifudstewhuviedudinnguung feduuimianisesn
UINTAIAAUYUAUINISIANIS Cryptocurrency Juldaruudunveusazussmadadl

Wleuglumsaugu 5 wumnia sl

! The Law Library of Congress, Regulation of Cryptocurrency Around the
World, Retrieved November 26, 2021 from https://www.loc.gov/law/help/

cryptocurrency/cryptocurrency-world-survey.pdf
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intermediaries that often charge high processing fees ... protocol could allow for direct payment between
individuals, as well as support micropayments.
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16 | aura Douglas, The Virtual Currency Regulation Review: United
Kingdom, Retrieved November 27, 2021 from https://thelawreviews.co.uk/title/the-
virtual-currency-regulation-review/united-kingdom

2 Ibid.

18 Theft Act section 4 (1) “Property” includes money and all other property,
real or personal, including things in action and other intangible property.

Y Theft Act section 4 (2) “A person cannot steal land, or things forming part
of land and severed from it by him or by his directions, except in the following cases,

that is to say—"
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220 Theft Act section 6 “With the intention of permanently depriving the other
of it”.

21 Theft Act section 6 (1) A person appropriating property belonging to
another without meaning the other permanently to lose the thing itself is
nevertheless to be regarded as having the intention of permanently depriving the
other of it if his intention is to treat the thing as his own to dispose of regardless of
the other’s rights; and a borrowing or lending of it may amount to so treating it if,
but only if, the borrowing or lending is for a period and in circumstances making it
equivalent to an outright taking or disposal.

22 Theft Act section 6 (2) Without prejudice to the generality of subsection (1)
above, where a person, having possession or control (lawfully or not) of property
belonging to another, parts with the property under a condition as to its return which
he may not be able to perform, this (if done for purposes of his own and without the
other’ s authority) amounts to treating the property as his own to dispose of
regardless of the other’s rights.

2 Theft Act section 2 (1) A person’s appropriation of property belonging to

another is not to be regarded as dishonest—
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(a) if he appropriates the property in the belief that he has in law the right to
deprive the other of it, on behalf of himself or of a third person; or

(b) if he appropriates the property in the belief that he would have the
other’s consent if the other knew of the appropriation and the circumstances of it; or

(o) (except where the property came to him as trustee or personal
representative) if he appropriates the property in the belief that the person to whom
the property belongs cannot be discovered by taking reasonable steps.

(2) A person’ s appropriation of property belonging to another may be
dishonest notwithstanding that he is willing to pay for the property.

2 Theft Act 1968 Section 1 Basic definition of theft.

(1) A person is guilty of theft if he dishonestly appropriates property belonging
to another with the intention of permanently depriving the other of it; and “ thief”
and “steal” shall be construed accordingly.

(2) It is immaterial whether the appropriation is made with a view to gain, or is

made for the thief’s own benefit.
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1) Tu¥ a.A. 2017 AARAINUVDIBIIAUNTINYIINISEIASATIY Bitcoin

v IS Y

Uy Tvessden1e61835n0151318 580U (Hacker) a1e vy idusiuiulseunn 9,000

o

e

Joud domalaiinsininwiasimyneguuliinanwazdsligaduaiioulvmuniiay

Y

nilsdudeudiiiedulviuiidemeidulununguuis The Proceeds of Crime Act 2002
(POCA)*!

d'udl

2) WoTun 22 UnIAN W.A. 2561 guninaluninninlainzyseg
Truvesuwaudl woaruuaziedl 18 Fadunssunisluudev Aston Digital Currencies Ltd. Tag
\inlvugaesaniingsendneenistu uasyiessmeneweadufonsinasysuayeduls
delnmppeil®®®

3) afind1afenisTasnssuanaiiufdnaiie Ethereum Classic
(ETC) Iignlanfids 3 afa Tuideudemen 2020 Andu u3e 519% Tuadodisuienisures

v A vy

ETC lngnuingnsevianuiialaleuianiudey ETC 190031 807,000 adnyansunaedayd

Tnglalannsaszyindunsleunnain Exchange 102

2 Theft Act 1968 Section 4 (1) “Property”.

(1) “ Property” includes money and all other property, real or personal,
including things in action and other intangible property.

226 Alex Taylor and Micheal O’ Flynn, op. cit,, p. 163.

22T The Guardian, Bitcoin Worth £900,000 Seized from Hacker to
Compensate Victims, Retrieved March 4, 2021 from https://www.theguardian.com/
technology/2019/aug/23/bitcoin-seized-hacker-grant-west-uk-compensate-victims

28 Andrew Ffrench, Gang Targeting Bitcoin Traders Fled Empty-handed,
Retrieved March 12, 2021 from https://www.oxfordmail.co.uk/news/15907000.
gangtargeting-bitcoin-traders-fled-empty-handed/

222 Rahman Ravelli, Cryptocurrency: Theft and Asset Recovery, Retrieved
April 5, 2021 from https://www.lexology.com/ library/detail.aspx?g¢= db7e8959-b309-
4495-8b3e-200124dd07fb
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NINGAUUTELO N FeaonnaseiuLLINIIBs The UK Taskforce’s Legal Statement
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satuauRaduniselusanaduidvaludszmadaingulausuldiu The
Theft Act 1968 191 LilpsnIngduluesdusznauanuiiagiualueluunns 4 (1) lafmue
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3.2.3.2 The Computer Misuse Act 1990

dmsuAnuiansdl Cryptojacking TuUszmedenguaialsulalanu The

a a

Computer Misuse Act 19907 1iosarniduniufinfitieadesiuasufiames The

Computer Misuse Act 1990 @alanuunauiinli 3 nsal fall

1) AnuRansainIsdidszuuauinmesingUsAaIng1una

)232

(Unauthorized Access to Computer Material)”? nd13fe yAnaiian1uEaald1feseuy

%Y |n the High Court of Justice Business & Property Courts of England and
Wales Commercial Court (QBD), Retrieved January 1, 2023 from
https://www.judiciary.uk/wp-content/uploads/2020/02/AA-v-Persons-Unknown-
summary-case-note-SB-amended.pdf

21 Domhnall Carlin, Jonah Burgess, Philip OKane, and Sakir Sezer, “You could
be Mine(d): The Rise of Cryptojacking,” IEEE Security & Privacy Magazine 99 (2019):
1.

2 The Computer Misuse Act 1990 section 1



98

a f A v A a saa [y [ o
ﬂ@iJW']LG]EJiMiEJ“Ua%IaVILﬂUbLzﬂUQQJJW’JL(ﬂ@iwmigUUﬂj@ﬂﬂu@’J’]ﬁJUa@ﬂﬂﬂiﬂﬂﬂiﬁﬂﬁ]’]ﬂ@?uqﬁ]

FavuENIEYITURIY

N

agudrinlanszyitaglddouns nisnszsidsnanaduanuiany

o v IS 1 !

nsevindeslignananednsdnlugalusunsy Jeya welusunsunie

9 9

19979l ndun

@3°¢ @

o P ’~ ¢ A a =
toyaiiulilursuiiunesinsadaniamidasianis

2) anudansdinsndalaglilasueygielaeiinauinaznseyin
PYIDIIUIYAIUALAINLIUNITATEINANURANLLAY (Unauthorised Access with Intent to

Commit or Facilitate Commission of Further Offences)?*

(1) A person is guilty of an offence if—

(a) he causes a computer to perform any function with intent to secure
access to any program or data held in any computer, or to enable any such access
to be secured;

(b) the access he intends to secure [F2, or to enable to be secured,] is
unauthorised; and

(c) he knows at the time when he causes the computer to perform the
function that that is the case.

(2) The intent a person has to have to commit an offence under this
section need not be directed at—

(a) any particular program or data;

(b) a program or data of any particular kind; or

(c) a program or data held in any particular computer.

(3) A person guilty of an offence under this section shall be liable—

(a) on summary conviction in England and Wales, to imprisonment for a
term not exceeding 12 months or to a fine not exceeding the statutory maximum or
to both;

(b) on summary conviction in Scotland, to imprisonment for a term not
exceeding 12 months or to a fine not exceeding the statutory maximum or to both;

(c) on conviction on indictment, to imprisonment for a term not
exceeding two years or to a fine or to both.

> Computer Misuse Act 1990 section 2
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(1) A person is guilty of an offence under this section if he commits an
offence under section 1 above (“the unauthorised access offence”) with intent—

(a) to commit an offence to which this section applies; or

(b) to facilitate the commission of such an offence (whether by himself or
by any other person);

and the offence he intends to commit or facilitate is referred to below in
this section as the further offence.

(2) This section applies to offences—

(a) for which the sentence is fixed by law; or

(b) for which a person who has attained the age of twenty-one years
(eighteen in relation to England and Wales) and has no previous convictions may be
sentenced to imprisonment for a term of five years (or, in England and Wales, might
be so sentenced but for the restrictions imposed by section 33 of the Magistrates’
Courts Act 1980).

(3) It is immaterial for the purposes of this section whether the further
offence is to be committed on the same occasion as the unauthorised access
offence or on any future occasion.

(4) A person may be guilty of an offence under this section even though
the facts are such that the commission of the further offence is impossible.

(5) A person guilty of an offence under this section shall be liable—

(a) on summary conviction in England and Wales, to imprisonment for a
term not exceeding 12 months or to a fine not exceeding the statutory maximum or
to both;

(b) on summary conviction in Scotland, to imprisonment for a term not
exceeding 12 months or to a fine not exceeding the statutory maximum or to both;

(o) on conviction on indictment, to imprisonment for a term not

exceeding five years or to a fine or to both.
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to Impair, or with Recklessness as to Impairing, Operation of Computer)?**

2% Computer Misuse Act 1990 section 3

(1) A person is guilty of an offence if—

(a) he does any unauthorised act in relation to a computer;

(b) at the time when he does the act he knows that it is unauthorised;
and

() either subsection (2) or subsection (3) below applies.

(2) This subsection applies if the person intends by doing the act—

(a) to impair the operation of any computer;

(b) to prevent or hinder access to any program or data held in any
computer; or

(c) to impair the operation of any such program or the reliability of any
such data; or

(d) to enable any of the things mentioned in paragraphs (a) to (c) above
to be done.

(3) This subsection applies if the person is reckless as to whether the act
will do any of the things mentioned in paragraphs (a) 4to (d)to ()] of subsection (2)
above.

(4) The intention referred to in subsection (2) above, or the recklessness
referred to in subsection (3) above, need not relate to—

(a) any particular computer;

(b) any particular program or data; or
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(c) a program or data of any particular kind.

(5) In this section—

(a) a reference to doing an act includes a reference to causing an act to
be done;

(b) “act” includes a series of acts;

(c) a reference to impairing, preventing or hindering something includes a
reference to doing so temporarily.

(6) A person guilty of an offence under this section shall be liable—

(a) on summary conviction in England and Wales, to imprisonment for a
term not exceeding 12 months or to a fine not exceeding the statutory maximum or
to both;

(b) on summary conviction in Scotland, to imprisonment for a term not
exceeding 12 months or to a fine not exceeding the statutory maximum or to both;

(o) on conviction on indictment, to imprisonment for a term not

exceeding ten years or to a fine or to both.
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#8 Convention on Cybercrime Article 2-lllegal access-Each Party shall adopt
such legislative and other measures as may be necessary to establish as criminal
offences under its domestic law, when committed intentionally, the access to the
whole or any part of a computer system without right. A Party may require that the
offence be committed by infringing security measures, with the intent of obtaining
computer data or other dishonest intent, or in relation to a computer system that is

connected to another computer system.
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#1 |nternational Convention for the Suppression of the Financing of Terrorism
1999 Article 99 4 Article 2

%2 Article 8, International Convention for the Suppression of the Financing of
Terrorism 1999

3 Article 3, International Convention for the Suppression of the Financing of
Terrorism 1999, “For an act to constitute an offence set forth in paragraph

1, it shall not be necessary that the funds were actually used to carry out an
offence referred to in paragraph 1, subparagraphs (a) or (b)”

24 drrinaudesiutazysruusiunisnenidy, ﬂfnmﬂumum’mqﬂixmﬁ, AUl
11 Wwwiey 2564 370 https://www.amlo.go.th/index.php/th/designated-person/2016-

05-22-11-51-34
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> Article 5, International Convention for the Suppression of the Financing of
Terrorism 1999

2% Article 12-15, International Convention for the Suppression of the
Financing of Terrorism 1999

#1 @3ue avdszasd, nslasiudazysiuusunisatiuayuninisiiuuinisne
N13EAUNYUNIYTENTNUTEWALASHANTENUNINEEd mTuUszmalne
AueninusUsygrumtadin auzlfaans InINedusssuaans, 2556), wia 18.

%8 Article 11, 13-15, International Convention for the Suppression of the
Financing of Terrorism 1999

29 Article 13-14, International Convention for the Suppression of the

Financing of Terrorism 1999



131

3) nstewmtinlng®® nslewsyupnadsegluseninenisaiunus
wedasiulnwaglusgnAlasgnis mniinnsfeweansgnnAdnigniianeliyanasinaily
Usngdrlun1saialinig wseliaudiewmaedulalunshildundmeundngiudmsunis
= = % o a a a o % o v v v
duatuasuaiunieflesfesdnliunfnnuianiuiidivualiauisanseiils aeldReuly

aalull (n) yaradudediniuduseulneddoinasiuazlavadaslanas (1) wilnau

Y

& o

L%"mﬁ']ﬁﬁuaﬁgﬁy’qaamﬂaaﬁ’um&fluﬁauiéuﬁ%’gmaaaawmuaummﬁaﬁmﬂauﬁaﬁﬂiww
udn Wisgddldsunisleusyaaatuiidwanastusnsdifazaiuausrdulilufiasua G
wiazldisunsfesenieldfuneusnaiuegiedu

1) msuanidsuteyatnnans® 12 eydna Iiimusliusennss
afazdesdodulunisdestunisnsenianuianiudidmun ilusudnygilaenis
uaniAsudeyarnansiigniouarldsunsigritusuudnungmnenigluresiyiu o
Jostumsnszvhenuiin et wmueliiinsdadaeminisiadessmiamhsnuiifedos
wagmhenufifennalunisliuinsdeyatnas siwfsnisuaniasudeyariuedns

$1979an4a (Interpol)
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(United Nations Office on Drugs and Crime (UNODC))

United Nations Office on Drugs and Crime (UNODC) %38 d1iinanudesiu
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UNODC letiuanudrdgmaluladiiinduluiiisendt “anadiuadvia”
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3% Article 16, International Convention for the Suppression of the Financing of
Terrorism 1999

%1 Article 18, International Convention for the Suppression of the Financing of
Terrorism 1999

92 nited Nations Office on Drugs and Crime, UNODC Strategy 2021-2025,
Retrieved April 11, 2021 from https://www.unodc.org/unodc/en/strategy/index.html
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%% United Nations, Workshop 4. Current Crime Trends, Recent
Developments and Emerging Solutions, in Particular New Technologies as Means
for and Tools against Crime, Background paper prepared by the Secretariat,
Retrieved January 5, 2023 from https://documents-dds-ny.un.org/doc/UNDOC/
GEN/V20/005/48/PDF/V2000548.pdf?OpenElement
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% United Nations Office on Drugs and Crime, UNODC Launches Training to
Tackle Cryptocurrency-Enabled Organized Crime, Retrieved April 11, 2021 from
https://www.unodc.org/unodc/en/frontpage/2017/May/unodc-launches-training-to-
tackle-money-laundering-and-bitcoin-banking-fraud.htmt
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Crime Congress 2021, Futuil 11 weneu 2564 910 https://www: tijthailand.org/th/
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3% United Nations Office on Drugs and Crime, Reference: CU
2018/450(A)/DTAO0SGB, Retrieved April 11, 2021 from https://www.unodc.org/
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7 United Nations, Asia and Pacific Regional Preparatory Meeting for the
Fourteenth United Nations Congress on Crime Prevention and Criminal Justice
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%% United Nations Office on Drugs and Crime, Cryptocurrency Training
Course, Retrieved April 11, 2021 from https://www.unodc.org/unodc/site-
search.html?g=cryptocurrency+training+course

*% United Nations, Fourteenth United Nations Congress on Crime
Prevention and Criminal Justice Kyoto, Japan, 20-27 April 2020: Discussion
Guide, Retrieved April 11, 2021 from https://www.unodc.org/documents/congress/
/Documentation_14th Congress/DiscussionGuide/A CONF234 PM1 e V1806329.pdf
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11 United Nations, UNODC Delivered the Cryptocurrencies and Darknet
Investigations Training Course, Retrieved May 2, 2022 from https://www.unodc.org/

roseap/en/2022/02/cryptocurrencies-darknet-investigations/story.html
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