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ABSTRACT

Title of Dissertation Protection of the Right to Be Forgotten on the Internet:

The Study of Search Engine

Author Miss Paradee Plumkoson
Degree Doctor of Laws
Year 2022

The purposes of this study are: 1) to study basic concepts, theories, and
background of the protection of privacy rights, the protection of personal data,
freedom of expression, public interest, and the right to be forgotten by the internet
search engines 2) to study the principles under Thai and foreign laws to protect the
right to be forgotten by the internet search engines 3) to study guidelines, problems,
and impacts on the protection of personal data and the right to be forgotten by the
internet search engines 4) to study the problems of exercising the right to be forgotten
by the internet search engines in Thai context 5) to study and recommend proper
guidelines for protecting the right to be forgotten by the internet search engines in
Thailand. The study employed a qualitative research approach by studying the
documents related to the protection of the right to be forgotten by the internet search
engines, protection of personal data, privacy rights, freedom of expression, public
interest, and search engines from textbooks, articles, theses, court’s judgments,
guidelines on criteria for exercising the right to be forgotten by the internet search
engines at international and Thai levels, online data both from Thai and foreign
sources.

The research found that the right to be forgotten by internet search engines is
protected by Section 33 of the Personal Data Protection Act B.E. 2562. However, there

are still some problems whether it is an issue about the scope of enforcing the right



(6)

to be forgotten under the Personal Data Protection Act B.E. 2562, there is no detail on
the criteria for filing a petition. In addition, there is no clear exception and procedure
for exercising the right to be forgotten and the composition of the expert committee,
which may result in enforcement problems. Therefore, it is appropriate to solve the
problem by developing an international data protection regime in cooperation in the
form of a treaty or convention on international personal data protection. And it is
necessary to establish guidelines for exercising the right to be forgotten by the internet
search engines as a secondary law as an announcement of the Personal Data
Protection Committee according to Section 33, detailing the criteria for exercising the
right to be forgotten and its exceptions, the process for exercising the right to be
forgotten in the case where search engines are appropriate controllers. This includes
the amendment of the secondary level of law to determine the details of the proper

qualifications of the expert committees in Thailand.
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6 Meg Leta Ambrose, “It’s about Time: Privacy, Information Lifecycles, and the
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" Article 4 of General Data Protection Regulation

Definitions

For the purposes of this Regulation:

(7) ‘controller’ means the natural or legal person, public authority, agency or
other body which, alone or jointly with others, determines the purposes and means
of the processing of personal data; where the purposes and means of such processing
are determined by Union or Member State law, the controller or the specific criteria
for its nomination may be provided for by Union or Member State law

8 Article 17 of General Data Protection Regulation
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(Luxembourg: Court of Justice of the European Union, 2014).
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Personal Information,” U.C. Divis Law Review 37 (2003): 401.
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¥ Soafgan, viun 31-32.
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% yps 13301, assd Tovgy, Usednd Indaumidy, anfesh andnddnung uag
Tutiunt dundesel, GDPR atumenlne (nNJavmumuns: fl.ansa, 2563), wih 101.

Article 4 of General Data Protection Regulation

Definitions

For the purposes of this Regulation:

(1) ‘personal data’ means any information relating to an identified or

identifiable natural person (‘data subject’); an identifiable natural person is one who
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1 £ 1 = [~ < = d; d‘ d'
N1TLUIUTELANTDIURYadUYARAN BLUUUTZLAUAIAYBNUTENITUUS LN DN 9

ausavsruldnguunelasgeiiuss@nsain Inenisimuandninasilun1sdniusius

can be identified, directly or indirectly, in particular by reference to an identifier such
as a name, an identification number, location data, an online identifier or to one or
more factors specific to the physical, physiological, genetic, mental, economic, cultural
or social identity of that natural person;

*" Part One General Definitions, OECD Guidelines on the Protection of Privacy
and Transborder Flows of Personal Data, "personal data" means any information
relating to an identified or identifiable individual (data subject).

8 Division 1 General definitions 6 Interpretation, The Privacy Act 1988.
personal information means information or an opinion about an identified individual,
or an individual who is reasonably identifiable:

(a) whether the information or opinion is true or not; and

(b) whether the information or opinion is recorded in a material form or not.
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" Rolf H. Weber, “The Right to be Forgotten more than a Pandora’s Box?,”
Journal of Intellectual Property, Information Technology and E-Commerce Law
2 (2011): 121.

™ Article 40 of Act N 78-17 of 6 January 1978 on Information Technology,
Data Files and Civil Liberties

Any individual providing proof of identity may ask the data controller to, as
the case may be, rectify, complete, update, block or delete personal data relating to
them that are inaccurate, incomplete, equivocal, expired, or whose collection, usage,
disclosure or retention is prohibited.

At the request of the data subject, the data controller must justify—at no cost
for the data subject—that they have carried out the necessary operations required by
the preceding paragraph.

In case of dispute, the burden of proof shall weigh on the data controller by
whom the right of access is exercised, except where it is established that the data
objected to was disclosed by the data subject or with their consent.

Where the data are modified at the data subject’s request, they are entitled to
obtain reimbursement of their expenses corresponding to the cost of the copy
mentioned in Section | of Article 39 (copy of personal data).

If an item of data has been transmitted to a third party, the data controller
must accomplish the necessary formalities to inform that third party of the operations

carried out in conformity with the first paragraph.
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The heirs of a deceased person, providing proof of their identity, may, when
the facts brought to their knowledge cause them to believe that the data controller
has not updated the personal data relating to the deceased person, demand that they
take the death into account and update the data accordingly.

At the request of the heirs, the data controller must demonstrate—at no cost
for the applicant—that they have carried out the requested operations in accordance
with the preceding paragraph.
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8 Article 7 (f) of Directive 95/46/EC of the European Parliament and of the
Council of 24 October 1995 on the protection of individuals with regard to the
processing of personal data and on the free movement of such data

Article 7

Member States shall provide that personal data may be processed only if:

(f) processing is necessary for the purposes of the legitimate interests pursued
by the controller or by the third party or parties to whom the data are disclosed,
except where such interests are overridden by the interests for fundamental rights and

freedoms of the data subject which require protection under Article 1 (1).
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8 Article 14 (a) of Directive 95/46/EC of the European Parliament and of the
Council of 24 October 1995 on the protection of individuals with regard to the
processing of personal data and on the free movement of such data

Article 14

The data subject's right to object

Member States shall grant the data subject the right:

(a) at least in the cases referred to in Article 7 (e) and (f), to object at any time
on compelling legitimate grounds relating to his particular situation to the processing
of data relating to him, save where otherwise provided by national legislation. Where
there is a justified objection, the processing instigated by the controller may no longer
involve those data;

8 Article 12 (b) of Directive 95/46/EC of the European Parliament and of the
Council of 24 October 1995 on the protection of individuals with regard to the
processing of personal data and on the free movement of such data

Article 12

Right of access

Member States shall guarantee every data subject the right to obtain from the
controller:

(a) as appropriate the rectification, erasure or blocking of data the processing
of which does not comply with the provisions of this Directive, in particular because

of the incomplete or inaccurate nature of the data;



49

(Charter of Fundamental rights of the European Union)®” undsgnaun1siiansansig fina
l@dndudn 1Wvesdeyalidnslunisgnauiiszveliidsyauiugdeifie Google ausenis

LAAINATIMARILAENIAUNIAINTOBNT1TRITBYA FuToulaslugmiiuiilineunslag

[ i

gourengineegioundlngynnaauwlindeyaignineunstuasdunnuasa® lnenis

Y

v ¢ v

volriaudeyailfifudeyailignios liifiane luiierdes viemniululuauduiudty
fnqusrasdvesnsUsznanadeyamaiuuarlumivosaiinlunds® Tudwiliieades
fuanuaunavesUszlovisureusssulunisszananadsidunislaedsusuiu
pueiadu ealdnuidnivendivestoyamiondn lunsddnisunsnugsdnilunis
AuAsasayaduUAnadzaatliin s WisslnenaUsylovimaasugiaveudiveuiu uaz

Turanfefuanslunisgnduldlidnsinnun uiagdesdianuaunaiuaniduiugudu 9

! = = a @ A 90 = o & 1% v a 1
WU LENNlUNSLERIRBNTIANNARLIULAT EE IﬂEJlIﬂ'J']ZLIQ']LUUW@\?I“UFWSUSZLZJUIULL@@%

87 Official Journal of the European Communities, Charter of Fundamental
Rights of the European Union.

Article 7 of Charter of Fundamental rights of the European Union

Article 7 Respect for private and family life

Everyone has the right to respect for his or her private and family life, home
and communications.

Article 8 Protection of personal data 1) Everyone has the right to the protection
of personal data concerning him or her. 2) Such data must be processed fairly for
specified purposes and on the basis of the consent of the person concerned or some
other legitimate basis laid down by law. Everyone has the right of access to data which
has been collected concerning him or her, and the right to have it rectified.
3) Compliance with these rules shall be subject to control by an independent authority

# The Court of Justice of the European Union, Google Spain SL, Google Inc.
v. Agencia Esparola da Proteccién de Datos (AEPD), Mario Costeja Gonzalez,
pp. 89, 91.

¥ Ibid.,, p. 93.

% European Commission, Data Protection Working Party, WP225 Guidelines
on the Implementation of the Court of Justice of the European Union

Judgment on “Google Spain and inc v. Agencia Espariola de Proteccién de Datos
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19 Article 4 of General Data Protection Regulation

Definitions

For the purposes of this Regulation:

(7) ‘controller’ means the natural or legal person, public authority, agency or
other body which, alone or jointly with others, determines the purposes and means
of the processing of personal data; where the purposes and means of such processing
are determined by Union or Member State law, the controller or the specific criteria
for its nomination may be provided for by Union or Member State law;

M1 Article 4 of General Data Protection Regulation

Definitions

For the purposes of this Regulation:

(2) “‘processing’ means any operation or set of operations which is performed
on personal data or on sets of personal data, whether or not by automated means,
such as collection, recording, organisation, structuring, storage, adaptation or alteration,
retrieval, consultation, use, disclosure by transmission, dissemination or otherwise
making available, alisnment or combination, restriction, erasure or destruction;

12 Article 17 of General Data Protection Regulation
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14 Recital 25 of General Data Protection Regulation

> Article 17 of General Data Protection Regulation

Right to erasure (‘right to be forgotten’)

1. The data subject shall have the right to obtain from the controller the
erasure of personal data concerning him or her without undue delay and the controller
shall have the obligation to erase personal data without undue delay where one of
the following grounds applies:

(a) the personal data are no longer necessary in relation to the purposes for
which they were collected or otherwise processed;

(b) the data subject withdraws consent on which the processing is based
according to point (a) of Article 6 (1), or point (a) of Article 9 (2), and where there is no
other legal ground for the processing;

(c) the data subject objects to the processing pursuant to Article 21(1) and
there are no overriding legitimate grounds for the processing, or the data subject
objects to the processing pursuant to Article 21 (2);

(d) the personal data have been unlawfully processed;

(e) the personal data have to be erased for compliance with a legal obligation
in Union or Member State law to which the controller is subject;

(f) the personal data have been collected in relation to the offer of information
society services referred to in Article 8 (1).

2. Where the controller has made the personal data public and is obliged
pursuant to paragraph 1 to erase the personal data, the controller, taking account of
available technology and the cost of implementation, shall take reasonable steps,

including technical measures, to inform controllers which are processing the personal
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data that the data subject has requested the erasure by such controllers of any links
to, or copy or replication of, those personal data.

3. Paragraphs 1 and 2 shall not apply to the extent that processing is necessary:

(a) for exercising the right of freedom of expression and information;

(b) for compliance with a legal obligation which requires processing by Union
or Member State law to which the controller is subject or for the performance of a
task carried out in the public interest or in the exercise of official authority vested in
the controller;

() for reasons of public interest in the area of public health in accordance with
points (h) and (i) of Article 9(2) as well as Article 9(3);

(d) for archiving purposes in the public interest, scientific or historical research
purposes or statistical purposes in accordance with Article 89(1) in so far as the right
referred to in paragraph 1 is likely to render impossible or seriously impair the
achievement of the objectives of that processing; or

(e) for the establishment, exercise or defence of legal claims.

16 Recital 65 of General Data Protection Regulation
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"7 Recital 66 of General Data Protection Regulation

1 Article 4 of General Data Protection Regulation

Definitions

For the purposes of this Regulation:

(1) ‘personal data’ means any information relating to an identified or
identifiable natural person (‘data subject’); an identifiable natural person is one who
can be identified, directly or indirectly, in particular by reference to an identifier such
as a name, an identification number, location data, an online identifier or to one or
more factors specific to the physical, physiological, genetic, mental, economic, cultural

or social identity of that natural person
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9 Article 4 of General Data Protection Regulation

Definitions

For the purposes of this Regulation:

(2) “processing’ means any operation or set of operations which is performed
on personal data or on sets of personal data, whether or not by automated means,
such as collection, recording, organisation, structuring, storage, adaptation or alteration,
retrieval, consultation, use, disclosure by transmission, dissemination or otherwise
making available, alisnment or combination, restriction, erasure or destruction;

10 Article 6 of General Data Protection Regulation

Lawfulness of processing

1. Processing shall be lawful only if and to the extent that at least one of the
following applies:

(a) the data subject has given consent to the processing of his or her personal
data for one or more specific purposes;

1 Article 9 of General Data Protection Regulation

Processing of special categories of personal data

1. Processing of personal data revealing racial or ethnic origin, political opinions,
religious or philosophical beliefs, or trade union membership, and the processing of
genetic data, biometric data for the purpose of uniquely identifying a natural person,
data concerning health or data concerning a natural person's sex life or sexual
orientation shall be prohibited.

2. Paragraph 1 shall not apply if one of the following applies:

(a) the data subject has given explicit consent to the processing of those
personal data for one or more specified purposes, except where Union or Member
State law provide that the prohibition referred to in paragraph 1 may not be lifted by
the data subject;
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2 Article 21 of General Data Protection Regulation

Right to object

1. The data subject shall have the right to object, on grounds relating to his or
her particular situation, at any time to processing of personal data concerning him or
her which is based on point (e) or (f) of Article 6(1), including profiling based on those
provisions. The controller shall no longer process the personal data unless the
controller demonstrates compelling legitimate grounds for the processing which
override the interests, rights and freedoms of the data subject or for the establishment,
exercise or defence of legal claims.

2. Where personal data are processed for direct marketing purposes, the data
subject shall have the right to object at any time to processing of personal data
concerning him or her for such marketing, which includes profiling to the extent that
it is related to such direct marketing.

% Article 8 of General Data Protection Regulation

Conditions applicable to child's consent in relation to information society
services

1. Where point (a) of Article 6 (1) applies, in relation to the offer of information
society services directly to a child, the processing of the personal data of a child shall
be lawful where the child is at least 16 years old. Where the child is below the age of
16 years, such processing shall be lawful only if and to the extent that consent is given

or authorised by the holder of parental responsibility over the child. Member States
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may provide by law for a lower age for those purposes provided that such lower age
is not below 13 years.

1% Article 9 of General Data Protection Regulation

2. Paragraph 1 shall not apply if one of the following applies:

(h) processing is necessary for the purposes of preventive or occupational
medicine, for the assessment of the working capacity of the employee, medical
diagnosis, the provision of health or social care or treatment or the management of
health or social care systems and services on the basis of Union or Member State law
or pursuant to contract with a health professional and subject to the conditions and
safeguards referred to in paragraph 3;

(i) processing is necessary for reasons of public interest in the area of public
health, such as protecting against serious cross-border threats to health or ensuring
high standards of quality and safety of health care and of medicinal products or

medical devices, on the basis of Union or Member State law which provides for suitable
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and specific measures to safeguard the rights and freedoms of the data subject, in
particular professional secrecy;

3. Personal data referred to in paragraph 1 may be processed for the purposes
referred to in point (h) of paragraph 2 when those data are processed by or under the
responsibility of a professional subject to the obligation of professional secrecy under
Union or Member State law or rules established by national competent bodies or by
another person also subject to an obligation of secrecy under Union or Member State
law or rules established by national competent bodies.

> Article 89 of General Data Protection Regulation

Safeguards and derogations relating to processing for archiving purposes in the
public interest, scientific or historical research purposes or statistical purposes

1. Processing for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes, shall be subject to appropriate safeguards,
in accordance with this Regulation, for the rights and freedoms of the data subject.
Those safeguards shall ensure that technical and organisational measures are in place
in particular in order to ensure respect for the principle of data minimisation. Those
measures may include pseudonymisation provided that those purposes can be
fulfilled in that manner. Where those purposes can be fulfilled by further processing
which does not permit or no longer permits the identification of data subjects, those

purposes shall be fulfilled in that manner.
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1°6 European Digital Rights, Key aspects of the proposed General Data
Protection Regulation explained: What are they? Why are they important? What
are common misconceptions? What can be improved?, p. 6.

7 Information Commissioner’s Office, Guide to the General Data
Protection Regulation, Retrieved November 20, 2017 from https://ico.org.uk/for-
organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-

rights/right-to-erasure/
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% Article 19 of General Data Protection Regulation
The controller shall communicate any rectification or erasure of personal data or
restriction of processing carried out in accordance with Article 16, Article 17 (1) and
Article 18 to each recipient to whom the personal data have been disclosed, unless
this proves impossible or involves disproportionate effort. The controller shall inform
the data subject about those recipients if the data subject requests it.

% European Digital Rights, op. cit.,, p. 6.

10 |nformation Commissioner’s Office, op. cit.
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'°! Sandeep Mittal, “Old Wine with a New Label: Rights of Data Subjects
Under GDPR,” International Journal of Advanced Research in Computer Science
8 (July-August 2017): 68.

162 Meg Leta Ambrose, op. cit., p. 369.

163 Article 82 of General Data Protection Regulation

Right to compensation and liability
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1. Any person who has suffered material or non-material damage as a result of
an infringement of this Regulation shall have the right to receive compensation from
the controller or processor for the damage suffered.

2. Any controller involved in processing shall be liable for the damage caused
by processing which infringes this Regulation. A processor shall be liable for the damage
caused by processing only where it has not complied with obligations of this Regulation
specifically directed to processors or where it has acted outside or contrary to lawful
instructions of the controller.

3. A controller or processor shall be exempt from liability under paragraph 2 if
it proves that it is not in any way responsible for the event giving rise to the damage.

164 Article 83 of General Data Protection Regulation

General conditions for imposing administrative fines

5. Infringements of the following provisions shall, in accordance with paragraph
2, be subject to administrative fines up to 20,000,000 EUR, or in the case of an
undertaking, up to 4% of the total worldwide annual turnover of the preceding
financial year, whichever is higher:

(b) the data subjects’ rights pursuant to Articles 12 to 22;


https://gdpr-info.eu/art-12-gdpr/
https://gdpr-info.eu/art-22-gdpr/
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9 1bid., pp. 6-7.

1 Emmanuel Salami, An Analysis of the General Data Protection

Regulation (EU) 2016/679, p. 15. http://dx.doi.org/10.2139/55rn.2966210
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92 Article 82 of General Data Protection Regulation

Right to compensation and liability

1. Any person who has suffered material or non-material damage as a result
of an infringement of this Regulation shall have the right to receive compensation
from the controller or processor for the damage suffered.

2. Any controller involved in processing shall be liable for the damage
caused by processing which infringes this Regulation. 2A processor shall be liable for
the damage caused by processing only where it has not complied with obligations of
this Regulation specifically directed to processors or where it has acted outside or
contrary to lawful instructions of the controller.

3. A controller or processor shall be exempt from liability under paragraph 2
if it proves that it is not in any way responsible for the event giving rise to the
damage.

4. Where more than one controller or processor, or both a controller and a
processor, are involved in the same processing and where they are, under paragraphs
2 and 3, responsible for any damage caused by processing, each controller or
processor shall be held liable for the entire damage in order to ensure effective
compensation of the data subject.

5. Where a controller or processor has, in accordance with paragraph 4, paid
full compensation for the damage suffered, that controller or processor shall be
entitled to claim back from the other controllers or processors involved in the same
processing that part of the compensation corresponding to their part of responsibility
for the damage, in accordance with the conditions set out in paragraph 2.

6. Court proceedings for exercising the right to receive compensation shall
be brought before the courts competent under the law of the Member State

referred to in Article 79(2).
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%% Article 83 of General Data Protection Regulation
5. Infringements of the following provisions shall, in accordance with

paragraph 2, be subject to administrative fines up to 20 000 000 EUR, or in the case
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of an undertaking, up to 4 % of the total worldwide annual turnover of the
preceding financial year, whichever is higher:

(b) the data subjects’ rights pursuant to Articles 12 to 22;

% Article 51-58 ofGeneral Data Protection Regulation

1% Article 58 of General Data Protection Regulation



119

nstinslidanslunisgndumuannsy 17 mnidvestayadiuuanagnufasnislddnsean
gursastenmhsnuiriuguaiieliesndsliidsveuiuauteyadiuyanald s9udanIs

adlilnwlsunmelnasesnsaldsveuiuliaudoya

3.1.2 mifuasasdnslumsgniuuussuudumesidansdidsveuiulu
AVNUSIgIaLTY
aniussgsadedulssimaniissuunguuneniaiiuglsy 1se Continental Law 39161

v a a

Susvswamnnnguunelsiuniessuunguuelsun Tueesunie lnefisgessuyaniduaiy

'
wva a (% =

anwaldnes (Written Constitution) wsgs1sdyejAneanlaesgant saudsUssuiangmune

v LSl

v o =

(Code Law)'*® Iﬂaa%ﬁuﬁigiamaLﬁuﬂizmﬁu,':tﬂﬁﬁmiﬁ’@@’aﬂgwmamﬂmﬁ'snﬁ’“umi
Aumsasdvslunisgnaueenundususssununaiminduainai Google Spain SL, Google
Inc. v. Mario Costeja Gonzalez Tutaanlaiuu

iail Tuaviussg¥adeldinislinnuddyuarnisdunsodvienundudusaiaud
Sy555uYny Usvananguing Faduuntyghvane « dw il

o

1) $yossuynuwitaniusiziade laesgossuyyuisaniussgsade 1993
= & LY ! val 19 a a [d ! v = Y dl' a a a
FaduatuagaladnisAuasesdnsanududiusialy unil 2 1mesesdvsuasiasnnues

uywduagnalilas (Rights and Liberties of Man and Citizen) AMu1ns 23 kag 24 lngAu

Powers

2. Each supervisory authority shall have all of the following corrective powers:

() to order the rectification or erasure of personal data or restriction of
processing pursuant to Articles 16, 17 and 18 and the notification of such actions to
recipients to whom the personal data have been disclosed pursuant to Article 17(2)
and Article 19;

(i) to impose an administrative fine pursuant to Article 83, in addition to, or
instead of measures referred to in this paragraph, depending on the circumstances of
each individual case;

196 @33 ATlANUUY, “NOUNNESTEITYWNEMUSIFSATY: Anwinsaing
MUALLAE ATIRADUS A SAsNIUA LT ANgsTTYR,” MIENITNYUNIE 8
(nsngAN-FunAL 2558): 61-62, AuTuil 20 Fugnou 2560 910 hitps:/s006.tci-
thaijo.org/index.php/law_ubu/article/view/84721/67472
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7 Article 23 of The Constitution of The Russian Federation 1993

1. Everyone shall have the right to the inviolability of private life, personal and
family secrets, the protection of honour and good name.

2. Everyone shall have the right to privacy of correspondence, of telephone
conversations, postal, telegraph and other messages. Limitations of this right shall be
allowed only by court decision.

Article 24 of The Constitution of The Russian Federation 1993

1. The collection, keeping, use and dissemination of information about the
private life of a person shall not be allowed without his or her consent.

2. The bodies of state authority and local self-government, their officials shall
ensure for everyone the possibility of acquainting with the documents and materials
directly affecting his or her rights and freedoms, unless otherwise provided for by law.

%8 Article 137 of The Criminal Code of The Russian Federation No. 63-Fz of
June 13, 1996 Invasion of Personal Privacy

1. Ilegal collection or spreading of information about the private life of a
person which constitutes his personal or family secrets, without his consent, or the
distribution of this information in a public speech, in a publicly performed work, or in
the mass media, shall be punishable by a fine in the amount of up to two hundred
thousand roubles, or in the amount of a wage/salary or other income of the convicted
person for a period of up to eighteen months, or by obligatory labour for a term of up

to three hundred and sixty hours, or by corrective labour for a term of up to one year,
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or by compulsory labour for a term of up to two years accompanied by deprivation of
the right to hold specified offices or engage in specified activities for a term of up to
three years or without such, or by an arrest for a term of up to four months, or by
deprivation of liberty for a term of up to two years accompanied by deprivation of the
right to hold specified offices or engage in specified activities for a term of up to three
years. 2. The same deeds committed by a person through his official position, Shall be
punishable with a fine in the amount of from 100 thousand to 300 thousand roubles,
in the amount of the wage or salary, or any other income of the convicted person for
a period of from one to two years, or by deprivation of the right to hold specified
offices or to engage in specified activities for a term of from two to five years, or by
compulsory labour for a term of up to four years accompanied by deprivation of the
right to hold specified offices or to engage in specified activities for a term of up to five
years or without such, or by arrest for a term of from four to six months , or by
deprivation of liberty for a term of up to four years accompanied by deprivation of the
right to hold specified offices or to engage in specified activities for a term up to five
years.

% Article 152.1 of The Civil Code of The Russian Federation Protection of the
Citizen's Depiction

The publication and further use of a citizen's depiction (including his
photographs, audio records or the works of fine arts, in which he is depicted) are
admissible only with his consent. After the citizen's death his depiction may be used
only with the consent of his children and his live spouse, and if such are absent - with
the consent of his parents. Such consent is not required in the cases, when:

1) the depiction is used in the state, social or other public interests;
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2) the citizen's depiction is obtained when shooting a film in the freely visited
places or during public events (meetings, congresses, conferences, concerts,
performances, sport competitions and such like events), with the exception of the
cases, when such depiction is the principal object of use;

3) the citizen has sat for the depiction for a payment.

2 Ekaterina Andryushchenko, “Right to be forgotten on the internet in
Europe and Russia,” Conhecimento & Diversidade, Niterdi 8 (January-June 2016):
22.

291 Ruslan Nurullaev, The Right to be Forgotten in the European Union and

Russia, (October , 2015).
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292 Ibid!,

203 Federal Law No. 264-FZ, Amending the Federal Law “On Information,
Information Technologies, and Data Protection” and Articles 29 and 402 of the Civil
Procedural Code of the Russian Federation (aka Right to be Forgotten Law), July 13,
2015.

2% Ibid!,

205 Federal Law No. 264-FZ, Amending the Federal Law “On Information,
Information Technologies, and Data Protection” and Articles 29 and 402 of the Civil
Procedural Code of the Russian Federation (aka Right to be Forgotten Law), July 13,
2015.

2% Mikhail Turetsky, Ksenia Koroleva and Lore Leitner, Recent Amendments
to the Russian Personal Data Protection Legislation: The Right to be Forgotten,
Retrieved September 20, 2016 from http://www.globalprivacyblog.com/privacy/
recent-amendments-to-the-russian-personal-data-protection-legislation-the-right-to-

be-forgotten/
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207 Ruslan Nurullaev, op. cit.
28 1bid.
29 Mikhail Turetsky, Ksenia Koroleva and Lore Leitner, op. cit.

219 ypid.



125

TugUnuuiAedui 10158 uAeed smaneanudmingduddesvelduaednualdnvs
Jandunisindesilodumazdoudsigfemsuiimsdaduiduasdnuaidnusiguioaiu
Tnonguinevesaniussssadedmaniifedlumsimuaneasdoauagtunoulunsiud
SosvaitnauviligBuddesveannsadiiunsliavsliegaiussansam
Poanyiunsldanslunisgnay
Tesnifulunsldanslunsgnauiiiiesassnsd Ae (1) Teyaifeafumanisaives
Aiiemsoranidslivanetgauuay (2) feyaiieafunisnsyyiiaiianisenaidanis

211

Anaudilifiangn ! Fatedudesniiunrouditeatulsidoyaineiuad windudeyai

Ldhdesniiudainanwinsgialuteyaioraneidudsslestaisisuziay Inenslid

| [

PoanyiulunisAuasasUsylevdansn sy liundydanmilouagyiminiieegaseine

Yooy
v

AunsesnaUsylovivesiudrfeseldansdnan Mndeyadnanoraduusslovii
Uszrvuaulalunisididsdeyasinataueiansenusowdinmlunisuaniaufoiiuuas
RRRNIGHG

FUszneunsidfueuiuenaufiasiiosevesFeiumios wideslivgualunis
Uas Inegdudveaninsadumissdomals {dudveannsadumiesomaliioveiiin
neumaiisdeyaiieatugiadlifanidiumesfononidiumesliuinmasmoniu
fusznoumadsseuiudniudosinmanudunnadsiinnsfeswennyanauazion
fanan uliushnguinevesizuiananwesavitusigialeimunliiduegdu2?

ANuSURnvadTuuIUNSaANSluNTgNaY

MNELiUINsdsveuduliasa1veveusaryanawaznsuiasainangnilodly
FumanisldufRnumindurosmaiidmdsmasadiliiniguiu Tneauiugeande
100,000 jdasadedmiumsliufofnusdosmeludusuuarliiu 3,000,000 310a3aTy
dmsunisldufueuadeduvesma?? lnernusuiaveudsveuiunsalanslunisgniy

= 1

efiifiesAlsuegafenasdunsdhdsveuiuufasmuelddnslunisgninvesiios uaz

21 Federal Law No. 264-FZ, Amending the Federal Law “On Information,
Information Technologies, and Data Protection” and Articles 29 and 402 of the Civil
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2015.

2 Ibid!,
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1% Mikhail Turetsky, Ksenia Koroleva and Lore Leitner, op. cit.
1> Ruslan Nurullaev, op. cit.
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#1 Sysan Ross, op. cit.

#2 Senate Bill No. 568 Privacy: Internet: minors. 22581.

(a) An operator of an Internet Web site, online service, online application, or
mobile application directed to minors or an operator of an Internet Web site, online
service, online application, or mobile application that has actual knowledge that a
minor is using its Internet Web site, online service, online application, or mobile
application shall do all of the following:

(1) Permit a minor who is a registered user of the operator’s Internet Web site,
online service, online application, or mobile application to remove or, if the operator
prefers, to request and obtain removal of, content or information posted on the
operator’s Internet Web site, online service, online application, or mobile application
by the user.

(2) Provide notice to a minor who is a registered user of the operator’s Internet
Web site, online service, online application, or mobile application that the minor may
remove or, if the operator prefers, request and obtain removal of, content or
information posted on the operator’s Internet Web site, online service, online
application, or mobile application by the registered user.

(3) Provide clear instructions to a minor who is a registered user of the
operator’s Internet Web site, online service, online application, or mobile application
on how the user may remove or, if the operator prefers, request and obtain the
removal of content or information posted on the operator’s Internet Web site, online

service, online application, or mobile application.
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(4) Provide notice to a minor who is a registered user of the operator’s Internet
Web site, online service, online application, or mobile application that the removal
described under paragraph (1) does not ensure complete or comprehensive removal
of the content or information posted on the operator’s Internet Web site, online
service, online application, or mobile application by the registered user.

233 Julie O’Neill and Patrick Bernhardt, New California Privacy Law Revisions
will Impact Website and Mobile App Operators with Users Under Age 18.

#% Senate Bill No. 568 Privacy: Internet: minors.

22581.
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(b) An operator or a third party is not required to erase or otherwise eliminate,
or to enable erasure or elimination of, content or information in any of the following
circumstances:

(1) Any other provision of federal or state law requires the operator or third
party to maintain the content or information.

(2) The content or information was stored on or posted to the operator’s
Internet Web site, online service, online application, or mobile application by a third
party other than the minor, who is a registered user, including any content or
information posted by the registered user that was stored, republished, or reposted by
the third party.

(3) The operator anonymizes the content or information posted by the minor
who is a registered user, so that the minor who is a registered user cannot be
individually identified.

(4) The minor does not follow the instructions provided to the minor pursuant
to paragraph (3) of subdivision (a) on how the registered user may request and obtain
the removal of content or information posted on the operator’s Internet Web site,
online service, online application, or mobile application by the registered user.

(5) The minor has received compensation or other consideration for providing

the content.
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2% Senate Bill No. 568 Privacy: Internet: minors.

22581.

(d) An operator shall be deemed compliant with this section if:

(1) It renders the content or information posted by the minor user no longer
visible to other users of the service and the public even if the content or information
remains on the operator’s servers in some form.

(2) Despite making the original posting by the minor user invisible, it remains
visible because a third party has copied the posting or reposted the content or
information posted by the minor.

(e) This section shall not be construed to require an operator of an Internet
Web site, online service, online application, or mobile application to collect age
information about users.

(f) “Posted” means content or information that can be accessed by a user in
addition to the minor who posted the content or information, whether the user is a
registered user or not, of the Internet Web site, online service, online application, or
mobile application where the content or information is posted.

26 Robert Bolton, op. cit., p. 139.
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