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ABSTRACT 

The purpose of this study is to propose a security risk analysis process for 

an IT security system at a hospital. The thesis uses computer security tools to support 

risk evaluation process. These tools were developed based on the study of standard 

and best practices of security risk assessment programs used in information system. 

Moreover, the security assessment was performed using a penetration testing 

technique that included key processes such as Risk Assessment and Vulnerability 

Verification along with others factors for supporting this researcher’s risk analyzing 

process and computer security tool development.  

The process of risk assessment proposed in this thesis was divided into 4 

steps: (1) Planning, (2) Analyzing, (3) Developing, and (4) Utilizing. Results from the 

experiment showed by inputting the outcome from the vulnerability scan and adjusting 

the scale of business impact of sample hospitals, the tool was able to assess and rate 

the security risk which reflected the environment of the hospital’s information system. 

Moreover, this tool was able to simulate some examples of exploitation in order to 

explore and show system flaws and then generate a report to be used as a reference. 
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ตน้แบบเคร่ืองมือส าหรับการประเมินความมัน่คงปลอดภยัและความเส่ียงในระบบสารสนเทศ
โรงพยาบาล  (A PROTOTYPE TOOL FOR SECURITY AND RISK ASSESSMENT IN 
HOSPITAL IT SYSTEM) 
 

สุรพล รวยสูงเนิน  5537199  EGCO/M 
 

วศ.ม.(วศิวกรรมคอมพิวเตอร์) 
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บทคดัยอ่ 
สารนิพนธ์ฉบบัน้ีน าเสนอการวเิคราะห์ความเส่ียงความมัน่คงสารสนเทศส าหรับระบบ

ความมัน่คงปลอดภยัสารสนเทศโรงพยาบาล โดยการทดลองใชต้น้แบบเคร่ืองมือช่วยสนบัสนุนการ
ประเมินระดบัความมัน่คงสารสนเทศท่ีถูกพฒันาข้ึนจากการศึกษาวเิคราะห์แนวปฏิบติัและ
มาตรฐานท่ีเก่ียวขอ้งกบัการ ประเมินความเส่ียงสารสนเทศ และการทดสอบประเมินความมัน่คง
ปลอดภยัสารสนเทศโดยการประเมินหาช่องโหว ่โดยเลือกขั้นตอนท่ีส าคญัและพฒันาเป็นตน้แบบ
เคร่ืองมือเพื่อช่วยสนบัสนุนขั้นตอนการประเมินจดัล าดบัความส าคญัความเส่ียง (Risk Assessment) 
และ การทดสอบยนืยนัช่องโหว ่(Vulnerability Verification)  

โดยงานวจิยัน้ีไดแ้บ่งขั้นตอนการด าเนินงานออกเป็น 4 ขั้นตอนคือ (1) การวางแผน  
(2) การวเิคราะห์ (3) การพฒันาตน้แบบ และ (4) การทดลองน าไปใช ้จากการทดลองใชต้น้แบบโดย
น าเขา้ขอ้มูลผลลพัธ์ท่ีไดจ้ากการตรวจสอบหาช่องโหว ่ (Vulnerability Scan) และปรับเพิ่มระดบั
ผลกระทบทางธุรกิจ (Business Impact) ของโรงพยาบาลท่ีเป็นกรณีศึกษา  พบวา่ตน้แบบเคร่ืองมือ
สามารถช่วยประเมินจดัล าดบัความเส่ียงท่ีสะทอ้นต่อสภาพแวดลอ้มจริงของสารสนเทศโรงพยาบาล 
และเคร่ืองมือสามารถจ าลองตวัอยา่งการทดสอบยนืยนั คน้หาและแสดงช่องโหวส่าร สนเทศและ
สามารถสร้างรายงานเพื่อใชเ้ป็นแหล่งขอ้มูลอา้งอิงได ้

 
155 หนา้ 
 
 
 



vi 

 
 

 

 

CONTENTS 

 

 

  Page 

ACKNOWLEDGMENTS iii 

ABSTRACT (ENGLISH) iv 

ABSTRACT (THAI) v 

LIST OF TABLES viii 

LIST OF FIGURES xi 

CHAPTER I INTRODUCTION  1 

 1.1  Background and Significance of the Problem  1 

  1.2  Research Objectives   2  

 1.3  Scope of Work   2  

 1.4  Results   3  

CHAPTER II LITERATURE REVIEW 4 

 2.1  Health Information Technology   4 

  2.2  Health Information Security   6  

 2.3  Security Risk Assessment   9    

 2.4  Penetration testing   13 

 2.5  Vulnerability Scoring System   17   2.4.2  Research Tools   17 

CHAPTER III RESEARCH METHODOLOGY  25 

 3.1  Plan Phase   25 

 3.2  Analysis Phase   27 

  3.2.1  Choose Process   27 

  3.2.1  Define Function   38 

 3.3  Development Phase   42 

  3.3.1  Build/Implement Demo   42 

  3.3.2  Test   48 

  



vii 

 
 

 

CONTENTS (cont.) 

 

 

  Page 

 3.4  Utilization Phase   48 

 3.5  Research Schedule   48 

CHAPTER IV RESULTS  49 

 4.1  Security Assessment Scope   49 

 4.2  Prototype tools   53 

  4.2.1  Choose Process   53 

  4.2.2  Define Function   54 

  4.2.3  Prototype Design   57 

  4.2.3  Development   58 

 4.3  Utilization and Security Risk Report   67 

  4.3.1  Utilization   67 

  4.3.2  The Security Risk Assessment Report  73 

  4.3.3  Vulnerability Verification Results  77 

  4.3.4 30+ Samples of Microsoft Security Bulletins  78 

  4.3.5 Simulated Exploit Attack   80 

CHAPTER V DISCUSSION  84  

CHAPTER VI CONCLUSION AND RECOMMENDATION 88 

 6.1  Conclusion   88 

 6.2  Recommendation   88 

REFERENCES        90 

APPENDICES    93 

BIOGRAPHY    155 

 

 

 

 



viii 

 
 

 

 

LIST OF TABLES 

 

  

 Table  Page 

2.1 Critical Systems to business continuity 8 

2.2 Method of Attack   10 

2.3 Type of Penetration test 13 

2.4 CVSS Case of Base Metric 18 

2.5 Vulnerability Assessment Tools Characteristic 19 

2.6 Penetration Testing Tools 20 

2.7 Web Penetration Testing Tools 21 

3.1 Google Advance Search Operation   27 

3.2 Example Questionnaire Form 28 

3.3 Select Target Form 28 

3.4 OWASP Impact Rating 29 

3.5 Collection Data Target Form 29 

3.6 Tools for Information Gathering 30 

3.7 Nbtstat commands 30 

3.8 NBTEnum commands 31 

3.9 Nslookup commands 32 

  3.10 Dig commands 33 

  3.11 Example define functions 38 

  3.12 OWASP Risk Determine 40 

  3.13 OWASP Risk Level Matrix 40 

  3.14 OWASP Risk Level Definition 40 

  3.15 OWASP  Likelihood Factor 42 

  3.16 OWASP Impact Factor 43 

  3.17 Sample Full – Disclosure Data 43 

  



ix 

 
 

 

LIST OF TABLES (cont.) 

 

 

 Table  Page 

  3.18 Sample  Exploit  DB Data 44 

 3.19 Sample  metasploit module  Data 44 

  3.20 Research Schedule 48 

4.1 IT Risk Assessment Guide Analysis Table   49 

4.2 Risk Assessment Guide Comparison Table 50 

4.3 Risk Assessment Guide Grouping Table 50 

4.4 Penetration Testing/Vulnerability Assessment Guide Analysis   51 

4.5 Penetration Testing/Vulnerability Assessment Guide Synthesis & 

Comparison 

52 

4.6 Security Assessment Process Analyze 53 

4.7 Determine Functions 54 

4.8 Detailed Design 55 

4.9 Example Vulns Table 58 

  4.10 Check/Confirm Bugs Report (Vuln) 62 

  4.11 Feedback and Fixing Prototype Demo Report (Vuln) 62 

  4.12 Example Full-disclosure Table 63 

  4.13 Example ExploDB Table 63 

  4.14 Check/Confirm Bugs Report (Verify) 65 

  4.15 Feedback and Fixing Prototype Demo Report (Verify) 65 

  4.16 Risk Evaluate Result  Hospital A 67 

  4.17 Risk Evaluate Result  Hospital B 70 

  4.18 Risk Assessment Report  Hospital A (CVSS Score) 74 

  4.19 Risk Assessment Report  Hospital A (OWASP + Business Impact) 74 

  4.20 Risk Assessment Report  Hospital B (CVSS Score) 76 

  



x 

 
 

 

LIST OF TABLES (cont.) 

 

 

Table  Page 

  4.21 Risk Assessment Report  Hospital B (OWASP + Business Impact) 76 

  4.22 Verify Vulnerability Result Hospital A 77 

  4.23 Verify Vulnerability Result Hospital B  77 

  4.24 Sample 30+ Microsoft Security Bulletins Published 78 

5.1 Business Impact Rating 85 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



xi 

 
 

 

LIST OF FIGURES 

 

 

 Figure  Page 

2.1 EHR Environments 5 

2.2 Health Information Relations 6 

2.3 Health Information Security Goals 6 

2.4 HITQIF Framework 7 

2.5 ICT Readiness Assessment Model 8 

2.6 ISMS: Risk Assessment Process 10 

2.7 NIST SP 800-30: Risk Assessment Methodology Process 11 

2.8 OWASP: Risk Rating Methodology 11 

2.9 HIPPA Risk Assessment Process 12 

2.10 Phases Penetration Testing Methodology 14 

2.11 Approach & Methodology 14 

2.12 OWASP Testing Framework 15 

2.13 PTES Penetration test process 15 

2.14 SANS Penetration test Process 16 

2.15 CVSS Base Metrics 17 

2.16 Nessus  Scan Menu 22 

2.17 Nessus  Scan Results 22 

2.18 Command Nikto 23 

2.19 Command Nikto Scan 23 

2.20 Nikto Scan Result 23 

2.21 msfcli command 24 

3.1 develop prototype tools process 25 

3.2 Security Assessment Process 26 

3.3 whois.net website 34 

  



xii 

 
 

 

LIST OF FIGURES (cont.) 

 

 

Figure  Page 

3.4 Nessus  Scan 35 

3.5 Command Nikto 35 

3.6 full-disclosure website 36 

3.7 Exploit DB tool 36 

3.8 IT Risk Assessment Methodology 37 

3.9 Nessus result 38 

3.10 Nikto result 39 

3.11 IT Risk Evaluation Process 39 

3.12 msfconsole interface 41 

3.13 develop process 42 

3.14 XML Upload Prototyping 45 

3.15 CSV Template Upload Prototyping 45 

3.16 Manual Add/Edit Data Prototyping 46 

3.17 Analyze Risk and Evaluate Risk Prototyping 46 

3.18 Risk Report Prototyping 46 

3.19 Check Full-Disclosure Prototyping 47 

3.20 Simulation Exploit Prototyping 47 

3.21 Integrated Functions 47 

4.1 IT Risk Assessment Methodology 51 

4.2 Security Risk Assessment method 52 

4.3 Brow and  Choose File and Import Data  Prototyping 57 

4.4 Result upload Prototyping 57 

4.5 Vulnerability Assessment Menu 59 

4.6 Upload XML Menu 59 

4.7 Upload CSV Menu 60 

  



xiii 

 
 

 

LIST OF FIGURES (cont.) 

 

 

Figure  Page 

4.8 Add/Edit/Delete Vulnerability Menu 60 

4.9  Vulnerability Assessment Report 60 

4.10 Show Vulnerability Summary Report 61 

4.11 Show Vulnerability Report 61 

4.12 Export CSV Vulnerability Report 61 

4.13 Print Vulnerability Report 62 

4.14 Vulnerability Risk Analysis Tool Main Menu 63 

4.15 Vulnerability Verify Using Report Menu 64 

4.16 Vulnerability Verify  Report Menu 64 

4.17 Find Exploit Code Menu 64 

4.18 Change Exploit Code Menu 65 

4.19 Simulation Exploit Prototyping 65 

4.20 Vulnerability Risk Analysis Tool Main Menu 66 

4.21  Pre- Add Business Impact Factor (CVSS Score) Hospital A 73 

4.22 Add Business Impact Factor (OWASP+) Hospital A 73 

4.23  Pre- Add Business Impact Factor (CVSS Score) Hospital B 75 

4.24 Add Business Impact Factor (OWASP+) Hospital B 75 

4.25 Sampling DoS Exploit ID MS12-020 in Window 2003 80 

4.26 Result Exploit ID MS12-020 80 

4.27 Sampling Execute Code Exploit ID MS01-026 in Window 2000 81 

4.28 Result Exploit ID MS01-026 81 

4.29 Sampling Overflow Exploit ID MS04-045 in Window XP 82 

4.30 Result Exploit ID MS04-045 82 

4.31 Sampling Overflow Exploit ID MS08-067 in Window 2000 83 

4.32 Result Exploit ID MS08-067 83 

  



xiv 

 
 

 

LIST OF FIGURES (cont.) 

 

 

Figure  Page 

5.1 Security Rating Hospital A 84 

5.2 Security Rating Hospital B 85 

 

 



Fac. of Grad. Studies, Mahidol Univ.                                                        M.Eng. (Computer Engineering) / 1 

 

 

CHAPTER I 

INTRODUCTION 

 

 

1.1 Background and Significance of the Problem 

Whether the threats are external or internal, IT Security Threats involving 

medical information have become a serious modern issue.  Of particular interest are 

the IT threats that cause system, device, hardware or software errors with viruses or 

professional hackers (Vulnerability).  In the medical field, these errors dangerously 

affect not only patients’ lives, but also the quality of services, diagnostic accuracy, 

patient confidentiality (Privacy) and negative impact on hospital service image as well 

as the main goals of HA quality assurance processes (Hospital Accreditation) [4].  

These goals are as follows: 1) service quality development; 2) appropriate resource 

management; 3)  risk management; 4) good governance and 5) patient rights, etc.  A  

good information technology governance (IT Governance) framework can improve the 

quality of information technology or HITQIF (Hospital IT Quality Improvement 

Framework) [5].  Furthermore, the guidelines for the HA standards and international 

IT standards include SPA (Standards Practice Assessment), JCI (Join Commission 

International), CoBIT (Control Objectives for Information and Related Technology), 

ITIL (Information Technology Infrastructure Library) and ISO/IEC 27002, etc. The 

above frameworks are related to IT Risk Management and Security Assessment.  

 Therefore, assessing the security of information technology (Security 

Assessment) is important for hospitals. However, hospitals’ shortage of specialists, 

best practices and supporting tools, has prompted this research aimed at studying the 

process of Security Assessment.  Moreover, best practice also develops support tools 

and models for Security Assessment and experimental approaches applied to hospitals 

as case studies in support of decision-making on the improvement of hospital 

information security systems. 
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1.2 Research Objectives 

1) To conduct a comparative study of guidelines (framework) or system 

penetration testing standards and risk assessment for information technology to define 

the guidelines for hospital security assessment. 

2) To analyze and select the most important steps in developing a model or 

function to support hospital security assessment. 

3 To develop tools supporting hospital security assessment and 

experiments with a case study. 

 

 

1.3 Scope of Work 

1) Completion of a comparative study of guidelines (framework) for 

Information Risk Assessment Standards such as ISMS (Information Security 

Management System), NIST SP 800-30 (Risk Assessment Methodology Process), 

HIPPA Risk Assessment Process and OWASP (Risk Rating Methodology).  

2) Completion of a comparative study on guidelines (framework) of 

System Security Testing Standards such as NIST SP800-115 (Technical Guide to 

Information Security Testing and Assessment), ISSAF (Information Systems Security 

Assessment Framework), OWASP (Web Application Penetration Testing), PTES 

(Penetration Testing Execution Standard) and SANS (Penetration Testing 

Methodology). 

3) Analysis and selection of the most important step toward developing a 

model or function to support Information Security Assessment.  

4) Development of supporting tools as a prototype for Information 

Security Assessment. 

5) Experimentation with the prototyping tool to report the results of the 

Risk Assessment of Information Security Assessment to the hospital as a case study. 
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1.4 Results 

1) Security Assessment Process.  

2) Security and Risk Assessment Tool Prototyping. 

3)  Results of Information Risk Assessment for hospitals as a case study to 

support the decision of the Director of the hospital’s Information Security 

Administrator. 
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CHAPTER II 

LITERATURE REVIEW 

 

 

This objectives of this research were to study the conceptual framework in 

Penetration Testing and IT Security Risk Assessment in technical terms for 

information systems at hospitals in Thailand. And this chapter addresses the 

advantages of the adapted research information for implementation. The study is 

divided into five sub-topics: 1) Health information technology; 2) Health information 

security; 3) Security risk assessment; 4) Penetration testing and 5) Vulnerability 

scoring system. 

 

 

2.1 Health Information Technology 

2.1.1 A compilation of Social Security Laws [1] describes “health 

information” as information related to histories of health care, diagnosis, treatment and 

any person’s insurance payments for health services. 

2.1.2 The HITECH Act (Health Information Technology for Economic 

and Clinical Health) Act [2] describes “health information technology” as hardware, 

software, integrated technologies, licenses, intellectual property, patches, packaged 

solutions, maintenance, access or exchange of health care information. The HIT 

includes systems such as electronic health records (EHRs), personal health records 

(PHRs), e-prescribing, health information exchange (HIE), analytics and decision 

support,   patient support tools, and mobile health technologies, etc.  

2.1.3 Electronic medical records (EMRs) [3] are digital files containing the 

medical records of healthcare organizations on the healthcare, diagnosis and treatment 

history of the patients in one practice.  
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2.1.4 An electronic health record (EHRs) [4, 5] is a secure, real-time, point 

-of-care, patient-centric information resource for clinicians. The EHR also supports the 

collection of data for uses other than clinical care such as billing, quality management 

and reporting. 

2.1.5 The conceptual framework of Interoperable Electronic Health Record 

and E-Prescribing Systems Version 1.0 [6] describes “electronic health records” as a 

repository of maintained health care information providing services to the multiple 

users of records. And EHR should include information such as observations, 

laboratory results, x-rays, treatments, drugs, patient identification information and 

allergies as shown in Figure 2.1.   

 

Figure 2.1 EHR Environments [6]  

 

2.1.6 HIPAA Security and Privacy Rules [7] describes “protected health 

information” (PHI) as protected privacy health care information. The PHI should 

include information such as personal history, healthcare history, insurance history and 

other unique identification. 
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Figure 2.2 Health Information Relations  

 

This research focuses on health information and critical health information 

systems, hospital information systems (HIS), laboratory information systems (LIS), 

radiology information systems (RIS), picture archiving and communication systems 

(PACS). 

 

 

2.2 Health Information Security  

2.2.1 Health Information Security Management Standards (ISO 27799) 

describe health information security goals [8] as control information confidentiality, 

availability and integrity. This paper should include authenticity, accountability and 

audit ability as shown in Figure 2.3. 

 

Figure 2.3 Health Information Security Goals 
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2.2.2 Hospital IT Quality Improvement Framework (HITQIF) [9, 10] using 

and Integration Standard of COBIT (Control Objectives for Information and related 

Technology), ITIL (Information Technology Infrastructure Library), ISO/IEC 27002 

(Information Security Standard), SPA (Standard Practice Assessment), and JCI (Joint 

Commission International) describe the definitions related to information security [4] 

as follows: 

 

Figure 2.4 HITQIF Framework  

 

1. Security Management is a process to  ensure that systems 

protect all abuse or authorization such as physical security management, asset 

management, network and security management, etc. 

2. IT risk management includes information technology risk 

management processes such as  IT project failure, waste investment, security breaches, 

system crashes, etc.  
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  2.2.3 ICT Readiness Assessment Model for Small and Medium 

Organizations in Thailand Public and Private Sectors: This paper presents an ICT 

readiness assessment model specifically designed to measure the readiness of ICT 

utilization and penetration levels [11] in small and medium-sized organizations in 

developing countries. 

 

 

Figure 2.5 ICT Readiness Assessment Models  

 

2.2.4 Risk Management for IT Disruptions in Health Care Settings: A 

Continuity of the Operations Planning Process [12] describes critical systems for 

business continuity by dividing into the following two types: 1) Common system 

communication and 2) Healthcare-specific functions as shown in Table 2.1. 

 

Table 2.1 Critical Systems to business continuity 
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2.3 Security Risk Assessment 

 Security risk assessment is risk level evaluation process divided into the 

following four levels: critical, high, medium and low. The guidelines commonly used 

for the security risk assessment studies include the following: 1) Information Security 

Management System (ISMS); 2) National Institute of Standards and Technology 

(NIST): SP 800-30 Risk Management Guide for Information Technology Systems; 3) 

Open Web Application Security Project (OWASP):  Risk Rating Methodology and 4) 

Health Insurance Portability and Accountability Act (HIPAA): Risk Assessment 

Processes. 

2.3.1 For risk analysis and security management of IT information in 

hospitals [13], [14], this paper proposes techniques for applying the risk assessment 

framework of the information systems of hospitals in Thailand by using the framework 

proposed by the research. The hospital's IT administrators can manually collect and 

evaluate any IT system vulnerability and risks by themselves. The risk assessment 

framework consists of the following six steps: 1) information gathering; 2) current 

capacity to control vulnerability; 3) number of threat occurrences from the past; 4) 

evaluation of threat likelihood; 5) threat impact assessment and 6) risk evaluation and 

determination. This paper describes the method of attacks by dividing the 

aforementioned into the following ten types:  1) Code execution; 2) Buffer overflows; 

3) Elevation of privilege; 4) Denial of service; 5) Man in the middle; 6) Cross site 

scripting; 7) Brute force; 8) Authentication bypass; 9) SQL Injection and 10) 

Information gathering as shown in Table 2.2. 
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Table 2.2 Method of Attack   

 

 

2.3.2 Information Security Management System (ISMS) proposes 

approaching risk assessment process by dividing into the following nine steps [15]: 1) 

Identify  major assets; 2) Assess  asset value in terms; 3) Identify  threats; 4) Identify  

vulnerabilities; 5) Identify measures of risk; 6) Security requirements; 7) Security 

controls; 8) Minimize risks and 9) Risk acceptance as shown in Figure 2.6.    

 

Figure 2.6 ISMS: Risk Assessment Process  
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2.3.3 National Institute of Standards and Technology (NIST) proposes 

approaching the risk assessment process in the SP800-30 document by dividing into 

the following nine steps [16]:  1) System characterization; 2) Threat identification; 3) 

Vulnerability identification; 4) Control analysis; 5) Likelihood determination; 6) 

Impact analysis; 7) Risk determination; 8) Control recommendations and 9) Results 

documentation as shown in Figure 2.7. 

 

Figure 2.7 NIST SP 800-30: Risk Assessment Methodology Process  

 

2.3.4 Open Web Application Security Project  (OWASP)  Testing Guide  

proposed approaching the risk rating process by dividing into the following six steps 

[17]: 1) Identifying  risks; 2) Estimating likelihood; 3) Estimating  impact; 4) 

Determining risk severity; 5) Deciding what to fix and 6) Customizing your risk rating 

model as shown in Figure 2.8. 

 

Figure 2.8 OWASP: Risk Rating Methodology  
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2.3.5 The Health Insurance Portability and Accountability Act (HIPAA) 

Security Management Process proposed approaching the risk assessment process by 

dividing into the following seven steps [18]:  1)  Determining system characterization; 

2) Stating the system mission; 3) Identifying any vulnerability or weakness in security 

procedures or safeguards; 4) Identifying  impact; 5) Recommending security controls; 

6) Determining residual risks and 7) Documenting all output as shown in Figure 2.9. 

 

 

 

Figure 2.9 HIPPA Risk Assessment Processes  
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2.4 Penetration testing 

Penetration testing is a method of security assessment for security 

vulnerability attack testing and assessment. Penetration testing is divided into the 

following two types [19]: 1) External testing and 2) Internal testing as shown in Table 

2.3. 

 

Table 2.3 Type of Penetration test 

 
 

 

Table 2.3 Type of Penetration test (Cont.) 

 
 

 

The study guidelines commonly used for security assessment include the 

following: 1) National Institute of Standards and Technology (NIST): SP800-115; 2) 

Information Systems Security Assessment Framework (ISSAF) draft 0.2.1B; 3) Open 

Web Application Security Project (OWASP): OWASP Testing Framework; 4) 

Penetration Testing Execution Standard (PTES) and 5) Sys-Admin Audit Networking 

and Security (SANS). 
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2.4.1 The National Institute of Standards and Technology (NIST) [20] 

proposed approaching the penetration testing process by dividing into the following 

four steps:  1) Planning; 2) Discovery; 3) Attack and 4) Report as shown in Figure 

2.10. 

 

 

Figure 2.10 Phases Penetration Testing Methodology  

 

2.4.2 The Open Information Systems Security Group (OISSG) [21] 

proposed approaching the security assessment process  by dividing into the following 

three steps:  1) Planning and Preparation; 2) Assessment  and 3) Report, Clean up and 

Destroy Artifacts as shown in Figure 2.11 

 

 

Figure 2.11 Approach & Methodology  
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2.4.3 The Open Web Application Security Project (OWASP) [17] 

proposed approaching the web application penetration process by dividing the 

following two modes:  1)  Passive mode and 2) Active mode as shown in Figure 2.12. 

 

 

Figure 2.12 OWASP Testing Framework  
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and 5) Reporting as shown in Figure 2.13.    

 
 

 
Figure 2.13 PTES Penetration test process 
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2.4.5 Sys-Admin Audit Networking and Security (SANS) [23]  proposed 

approaching the penetration test process by dividing in to the following six steps:  1) 

Planning and Preparation; 2) Information Gathering and Analysis; 3) Vulnerability  

Detection; 4) Penetration Attempt; 5) Analysis and Reporting and 6) Cleaning Up as 

shown in Figure 2.14 

 

 

Figure 2.14 SANS Penetration test Process 
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2.5. Vulnerability Scoring System 

This topic discusses the Common Vulnerability Scoring System (CVSS) 

and Tools supporting CVSS standards. 

2.5.1 The Common Vulnerability Scoring System (CVSS) [24] is a 

vulnerability scoring system designed to provide a standard method for rating IT 

vulnerabilities. A CVSS base score can help prioritize security vulnerabilities. The 

CVSS v2 base score has been adopted as the primary method for quantifying the 

severity of recognized vulnerabilities including the following:  

 The Open Source Vulnerability Database (OSVDB) [25] is an 

independent and open-source database created by and for the community. The paper 

provides accurate, detailed, current and unbiased technical information on security 

vulnerabilities. 

 The Common Vulnerabilities and Exposures (CVE) [26] is a list of 

information security vulnerabilities and exposures aimed at providing common names 

for publicly known problems.  

 

2.5.2 A Complete Guide to the Common Vulnerability Scoring System 

Version 2.0 [27] describes the CVSS base group as a means of defining and 

communicating the fundamental characteristics of vulnerability. The CVSS base 

metrics are assigned values in which the base equation calculates a score ranging from 

0 to 10, and  creates the following vector:   

“CVSS2#AV:[L,A,N]/AC:[H,M,L]/Au:[M,S,N]/C:[N,P,C]/ I:[N,P,C]/ A:[N,P,C]” as 

shown in Figure 2.15. 

 

Figure 2.15 CVSS Base Metrics [27] 
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The base equation is the foundation of CVSS scoring v2 [27]. The base 

equation as shown below. 

BaseScore= round_to_1_decimal(((0.6*Impact)+(0.4*Exploitability)–1.5)*f(Impact))   (1) 

Impact = 10.41*(1-(1-ConfImpact)*(1-IntegImpact)*(1-AvailImpact))     (2) 

Exploitability = 20* Access Vector*Access Complexity*Authentication   (3) 

f(impact)= 0 if Impact=0, 1.176 otherwise   

 

BaseVector: AV:[L,A,N] / AC:[H,M,L] / Au:[M,S,N] /  :[N,P,C]/I:[N,P,C]/A:[N,P,C] 

 

Table 2.4  CVSS Case of Base Metric 
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2.5.3 The Information Assurance Tools Report – Vulnerability 

Assessment, Sixth Edition [28] describes vulnerability assessment tools by dividing 

into the following seven types:  1) Network Scanners; 2) Host Scanners; 3) Database 

Scanners; 4) Web Application Scanners; 5) Multilevel Scanners; 6) Automated 

Penetration Test Tools and 7) Vulnerability Scan Consolidators as shown in Table 2.5.  

 

Table 2.5 Vulnerability Assessment Tools Characteristic  
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2.5.4 AN OVERVIEW OF PENETRATION TESTING [29] describes  

penetration tools as shown in Table 2.6 -2.7. 

 

Table 2.6 Penetration Testing Tools  
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Table 2.7 Web Penetration Testing Tools 
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This research used the Nessus and Nikto vulnerability scanners that 

support CVSS standards and free licensing to vulnerability result assessment in 

hospitals including the use of Metasploit to exploit sample testing for vulnerabilities. 

 

1. Nessus [30] is a vulnerability scanner tool that performs vulnerability 

scanning, analysis, compliance checking, asset discovery, configuration auditing and 

sensitive data discovery.  

 

Figure 2.16  Nessus  Scan Menu 

 
Figure 2.17  Nessus  Scan Results 
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2. Nikto[31] is  web application vulnerability scanner tool that tests for 

dangerous  programs, dangerous  files, CGI scripts, default files, outdated versions and 

software mis-configurations, including injection, XSS, file upload, remote file 

retrieval, remote shell, authentication bypass and denial of service, etc.  

 

 
Figure 2.18  Command Nikto 

 

 
Figure 2.19  Command Nikto Scan 

 

 

Figure 2.20  Nikto Scan Result  
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3. Metasploit [32] is a platform for writing, testing and using exploit 

code that performs penetration testing and shell code development. Either the 

command line interface (msfcli) is used to exploit in general, or the auxiliary module 

is used to exploit vulnerability.   

 

 
Figure 2.21  msfcli command 

 

 

 



Fac. of Grad. Studies, Mahidol Univ.                                                M.Eng. (Computer Engineering) / 25 

 

 

CHAPTER III 

RESEARCH METHODOLOGY 

 

 

The purpose of this chapter is to explain the process of security assessment 

and prototype tools development to support security assessment for hospital 

information technology security with the following four phases as shown in Figure 

3.1. 

 

Figure 3.1 develop prototype tools process 

 

 

3.1 Plan Phase 

This procedure is concerned with the penetration testing and risk 

assessment processes based on the guidelines and standards aimed at finding a suitable 

process for security assessment in technical terms.   The suitable process includes 

security assessment and develop prototype tools to support security assessment by 

using the penetration testing method and evaluating vulnerability ratings by using a 

risk assessment method in technical terms for security risks, namely, identifying 

vulnerabilities in servers that are not patched and exploiting them. 
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This process can be divided into the following two parts: 1) Educational 

standards and guidelines on penetration testing and risk assessment and 2) Synthesis of 

security assessment processes. 

 

3.1.1 Educational Standards for Penetration Testing and Risk 

Assessment - This part discusses the educational standards and guidelines involved 

with penetration testing.  The standards to be used in this application are NIST SP800-

115, ISSAF, SANS, PTES and OWASP.  Furthermore, the risk assessment standards 

for use in this application are ISMS, NIST SP800-30, OWASP and HIPPA. 

 

3.1.2  Synthesis Security Assessment Process – This process  is  defined 

and classified as a process for finding the key processes of  security assessment  by 

dividing into the following four processes: 1) Planning; 2) Assessment; 3) Verification 

and 4) Reporting as shown in Figure 3.2. 

 

Figure 3.2 Security Assessment Process 

 

Process 1 (Planning) is planning and determining the rules, 

scope and objectives of security assessment processes by  dividing into the following 

two processes:  1) Defining Objectives and 2) Setting the Scope and Planning. 

Process 2 (Assessment) is collecting an information system 

and testing for the vulnerability of vulnerability assessment by dividing into the 

following two processes:  1) Information and Footprint Gathering and 2) Scanning and 

Testing.  
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Process 3 (Verification) is testing and confirmation of 

vulnerabilities by dividing into the following two processes:  1) Analyze and Gain 

Access and 2)  Check for Full Disclosure/Exploitation. 

Process 4 (Reporting) is collecting and  summarizing all 

information on security assessment processes by dividing into the following two 

phases:  1) IT Risk Evaluation and 2) Documentation and Recommendations. 

 

 

3.2 Analysis Phase 

 

3.2.1 Selecting a Process is the step for choosing a key process for 

developing prototype functions to support security assessment for Hospital IT Security 

including process planning with assessment, verification and reporting processes. 

1) Planning involves strategizing and determining the rules, scope and 

objectives of a security assessment process by dividing into the following two steps:  

Defining Objectives and Setting the Scope/Planning. 

1.1 Defining Objectives/Setting the Scope involves  planning and setting 

the scope of a security assessment process by dividing into the following two steps:  a) 

Interview/Questions b) Identification of Assets/Systems: 

a. Interview/Questions is a step involving study and collection of data and 

information by searching the Internet for information about hospitals and using the 

questionnaire forms shown in  Tables 3.1 and 3.2. 

 

Table 3.1 Google Advance Search Operation   
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Table 3.2 Example Questionnaire Form  

 

b. Identification of Assets/Systems is the step accomplished by using the 

target selection form in Table 3.3. 

 

Table 3.3 Select Target Form  

 

1. Selection of a target for the vulnerability assessment process 

2. Asset/Systems Target identifies assets/systems  

3. Impact Factor - Value from Estimating Impact Factor Rating   

  Follow  Table 3.4 
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Table 3.4 OWASP Impact Rating 

 

4. Impact Rating - The value of the average Impact Factor Rating 

5. Comments  

 

2) Assessment is an information system assessment of objectives for 

identifying the vulnerability occurrence in the information system, including 

Information/Footprint Gathering and Scanning/Testing. 

2.1 Information/Footprint Gathering is the step involving the collection of 

necessary data on the security assessment process by dividing into the following two 

steps:  a) Information gathering b) Footprint gathering: 

a. Information gathering is the step involving a review of documents and 

collection of data on information systems by using the Data Collection Target Form in 

Table 3.5. 

 

Table 3.5 Collection Data Target Form  
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b. Footprints are discovered to find information about a domain name,   

server name, IP address, network map, system and service by using the reconnaissance 

tools in Table 3.6. 

 

Table 3.6 Tools for Information Gathering 

 

 Nbtstat [33] is an MS-DOS Command of displayed lists and remote 

name tables, NBT remote names, Cache look-ups, NetBIOS names and session tables, 

etc.  

 

Table 3.7 Nbtstat commands 

 

Examples:   

 nbtstat -A XXX.XXX.XXX.XXX 
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 NBTEnum [34] is a utility used to display NetBIOS information 

including account lock-out thresholds, local groups and users, global groups and users, 

shares, etc.  

 

Table 3.8 NBTEnum commands 

 

Examples:   

 nbtenum -q XXX.XXX.XXX.XXX test "" 

 

 

 

 

 

 

 

 

 

 

 

 

 



Surapol Ruaysungnoen                                                                                     Research Methodology / 32 

 

 Nslookup [35] is a program used to display the domain names of 

servers, various hosts and lists of hosts in a domain as in the syntax below. 

 

Table 3.9 Nslookup commands 

 

Examples: 

 nslookup XXX.XXX.XXX.XXX 
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 Dig [36] is a program used to display domain name servers as in the 

syntax below.  

 

Table 3.10 Dig commands 

 

Examples: 

 dig XXXXX.com 
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 Whois [37] is an Internet service used to find information about a 

domain name or IP address such as the name, address and phone number of the 

administrative officer as well as billing information, etc. 

 

 

Figure 3.3 whois.net website 

 

 NMAP [38] is a utility used to find information about a host discovery, 

port scan, OS fingerprinting, etc. as in the syntax below. 

Host discovery  

# nmap -sP XXX.XXX.XXX.0/24 

Port scan TCP SYN scan   

# nmap -sS XXX.XXX.XXX.XXX 

OS fingerprinting  

# nmap -O XXX.XXX.XXX.XXX 

  

 Nikto [31] is an Internet service used to find potentially dangerous 

files/programs and CGI scripts, default files and programs, outdated versions, version-

specific problems with server and software miscounting, etc. as in the syntax below.       

Scan the IP XXX.XXX.XXX.XXX on TCP port 80: 

# perl nikto.pl –h XXX.XXX.XXX.XXX 

Scan the IP XXX.XXX.XXX.XXX on TCP port 443: 

# perl nikto.pl –h XXX.XXX.XXX.XXX –p 443 
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2.2 Scanning and Testing is the step of vulnerability assessment for 

identifying the vulnerabilities or weaknesses of a system and reporting vulnerability 

issues  by using tools for vulnerability such as the following scanners: 1) Nessus and  

2) Nikto. 

a. Nessus [30] is an active vulnerability scanner for scanning, discovery, 

analysis, checking and detecting the vulnerabilities or weaknesses of a system as 

shown in Figure 3.3. 

 

Figure 3.4  Nessus  Scan  

 

b. Nikto[31] is an open source web scanner that tests the weaknesses of a 

web server including potentially dangerous files, CGI scripts, default files and 

programs with outdated versions, software misconfigurations, injections, XSS and 

denial of service etc. as shown in Figure 3.4. 

 
Figure 3.5 Command Nikto 
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3) Verification involves using information from identified vulnerabilities 

detected in the assessment process for examining and confirming the direction of 

server attacks including  Analysis/Gaining Access, and Checking Full-Disclosure or 

Exploitation 

3.1 Analysis/Gaining Access is the step for using information by sampling 

vulnerabilities from the assessment process for examining and confirming the 

direction of server attacks. 

3.2 Checking Full-Disclosure or Exploitation is the step of confirming the 

vulnerability of web applications/critical hosts by surveying the full-disclosure of 

websites or using tools for vulnerability attacks as shown in Figures 3.6 and 3.7.  

 

Figure 3.6 full-disclosure website[39] 

 

 
Figure 3.7 Exploit DB tool[40] 
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4) A report is a summary of all information obtained by collecting data and 

information from Pierce System Testing the vulnerability after the end of testing. The 

report will include the identification of vulnerabilities, risk assessment and 

suggestions.  Also included are IT Risk Evaluation and Document/Recommendations. 

4.1 The IT Risk Evaluation step determines or identifies 

risk/vulnerabilities and estimates likelihood and impact. It also determines risk levels. 

 

 
 

Figure 3.8 ITS Risk Assessment Methodology 

 

 

Process 1 (Information Gathering) is Data Collection and 

Determines or Identifies IT Risks/Vulnerabilities    

Process 2 (Information Evaluation) is estimating likelihood 

and impact; it also determines risk levels.  

Process 3 (Recommendations and Documents) is reporting 

summary overviews and risk evaluation process improvement. 

4.2  Document/Recommendations is the step where a report summarizes 

the results of operations. The evaluation of the test results on problems and 

vulnerabilities detected. It also offers a view of all technical data collected on levels of 

risk existing in websites/web applications and host security as well as assessment  

during the test. The conclusion also includes recommendations for improvement, 

while close vulnerabilities are detected. 
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3.2.2 Define Function    

This procedure is the step of determining a function and detailed design of 

prototype tools to support security assessment following the step of selecting 

processes such as importing, evaluating and examining/confirming as shown in Table 

3.1. 

 

Table 3.11 Example define functions 

 

1) Import is a function for supporting data imported from the results of 

Vulnerability Scan Tools as shown in Figures 3.9 and 3.10.    

 
Figure 3.9  Nessus result 
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Figure 3.10  Nikto result 

 

2.  Evaluation is the step involving risk rating by using  the information 

evaluation phase in IT risk assessment methodology divided into the following three 

processes:  a) Data Preparation; b) Determining Impact/Likelihood and c) Risk 

Determination as shown in Figure 3.11.  

 

 

Figure 3.11 IT Risk Evaluation Process 

 

a) Data Preparation is the process of creating and mapping test results in a 

valid document format.   

b) Determining Impact/Likelihood is the process of determining, 

normalizing, and recalculating likelihood and impact values by using OWASP Risk 

Determination as shown in Table 3.12.  
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Table 3.12 OWASP Risk Determine 

 
 
 

c) Risk Determination is the process of defining risk rating by using the 

OWASP Risk Level Matrix as shown in Tables 3.13 and 3.14. 

 

Table 3.13 OWASP Risk Level Matrix 

 
 

Table 3.14 OWASP Risk Level Definition 
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3. Examination/Confirmation is the step of testing and checking full 

disclosure or exploitation testing samples. This step is divided into the following two 

processes:  1) checking full-disclosure, and 2) exploit testing samples 

3.1 Checking full disclosure is the step of confirming the 

vulnerability of web applications/critical hosts by surveying full-disclosure websites 

such as the following samples: 

 http://seclists.org/fulldisclosure/ 

 http://nmap.org/mailman/listinfo/fulldisclosure 

 https://twitter.com/SecLists 

 http://lists.openwall.net/full-disclosure/ 

 http://archives.neohapsis.com/ 

 http://www.derkeiler.com/Mailing-Lists/Full-Disclosure/ 

 http://www.gossamer-threads.com/lists/fulldisc/full-disclosure/ 

 http://www.mail-archive.com/full-disclosure@lists.netsys.com/ 

 http://www.mail-archive.com/full-disclosure@lists.grok.org.uk/ 

 https://marc.info/ 

 https://isc.sans.edu/diaryarchive.html 

 http://www.governmentsecurity.org/archives/fulldisclosure/ 

 http://www.attrition.org/pipermail/vim/ 

 http://osdir.com/ml/security.full-disclosure/ 

 http://1.security-full-disclosure.securetalk.info/ 

  

3.2 Exploit testing samples is the step of confirming the 

vulnerability of  web applications/critical hosts by using the Metasploit.  

Metasploit [32] is a tool for penetration testing and using exploit 

code. Modules can be selected and viewed with use commands by specifying the 

module's name by an Msfconsole interface as shown in Figure 3.11.   

 
Figure 3.12 msfconsole interface 

http://seclists.org/fulldisclosure/
http://nmap.org/mailman/listinfo/fulldisclosure
https://twitter.com/SecLists
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http://www.derkeiler.com/Mailing-Lists/Full-Disclosure/
http://www.gossamer-threads.com/lists/fulldisc/full-disclosure/
http://www.mail-archive.com/full-disclosure@lists.netsys.com/
http://www.mail-archive.com/full-disclosure@lists.grok.org.uk/
https://marc.info/
https://isc.sans.edu/diaryarchive.html
http://www.governmentsecurity.org/archives/fulldisclosure/
http://www.attrition.org/pipermail/vim/
http://osdir.com/ml/security.full-disclosure/
http://1.security-full-disclosure.securetalk.info/
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3.3 Development Phase 

This procedure is the step of developing prototype tools to support security 

assessment processes divided into the following two processes: 1) Build/Implement 

Demo and 2) Test and Feedback. 

 

Figure 3.13 develop process 

 

3.3.1 Build/Implement Demo is the step of creating prototypes on defined 

functions and integrating the programs divided into the following two processes:  1) 

Creating a database and 2) Coding. 

1. Creating a database is the step for designing and creating table data on 

security assessment prototype tools such as risk evaluation data or vulnerability 

verification data. 

a) Risk evaluation data is a table about risk issues, including impact 

factors, likelihood factors, impact and likelihood levels, risk levels and risk rating as 

shown in Tables 3.15 and 3.16. 

 

Table 3.15 OWASP Likelihood Factor 

 

Build/Implement  
Demo 

Test&

Feedback
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Table 3.16 OWASP Impact Factor 

 

b) Vulnerability verification data is a table about references, full disclosure 

and exploit codes including mailing lists, exploit databases and Metasploit modules as 

shown in Tables 3.17 - 3.19. 

 

Table 3.17 Sample Full – Disclosure Data 
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Table 3.18 Sample Exploit DB Data 

 

 

Table 3.19 Sample metasploit module Data 
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2. Coding is created, modified, and compiled module functions using a 

programming language by dividing into the following two steps: 1) Creating a 

Function Demo and 2) Integrating modules. 

a. Creating a Function Demo is the step for creating, writing and 

debugging functions and statements in a program by dividing into the following eight 

functions:  1) XML Upload; 2) CSV Template Upload; 3) Manual Add/Edit Data; 4) 

Analyze Risk; 5) Evaluate Risk; 6) Risk Report; 7) Check Full-Disclosure and 8) 

Simulation Exploit as shown in Tables 3.13 - 3.19. 

 

 

Figure 3.14 XML Upload Prototyping 

 

 

 

 
 

Figure 3.15 CSV Template Upload Prototyping 
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Figure 3.16 Manual Add/Edit Data Prototyping 

 

 

 

 
 

Figure 3.17 Analyze Risk and Evaluate Risk Prototyping 

 

 

 
 

Figure 3.18 Risk Report Prototyping 
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Figure 3.19 Check Full-Disclosure Prototyping 

 

 
 

Figure 3.20 Simulation Exploit Prototyping 

 

b. Integrating modules is the step combining all functions into one 

program including the following three main functions:  1) Import; 2) Evaluate and 3) 

Examine/Confirm as shown in Figure 3.20.     

 

Figure 3.21 Integrated Functions 

Import

Vulns

Vulns

Evaluate

Exam/

Confirm
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    3.3.2 Test is the process of checking and confirming bugs in the 

functions of programs and one prototype tool, including fixing programs in the 

recommendations by dividing into the following two steps: 1) Test Demo and 2) 

Feedback. 

1) Test Demo is the step of checking the function demo and debugging a 

program. 

2) Feedback the step of fixing programs according to the 

recommendations. 

 

 

3.4 Utilization Phase 

This procedure is the process of utilizing prototype tools used to support 

risk evaluation and verification vulnerabilities divided into the following two steps:  1) 

Apply and 2) Report. 

1. Application is the step of using prototype tools for risk rating and 

confirming the vulnerabilities detected in sample testing.  

2. Reporting is the step of summarizing the results, including vulnerability 

scan issues, risk levels, risk rating, vulnerability references and recommendations. 

 

 

3.5 Research Schedule 

 

Table 3.20 Research Schedule 
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CHAPTER IV 

RESULTS 

 

 

This chapter summarizes security assessment and the development of a 

prototype tool to support the security assessment process in security risk evaluation 

and verification of vulnerabilities for hospital information security in Thailand. 

. 

 

4.1 Security Assessment Scope 

 

4.1.1 Studying best practice for risk assessment with the following 

standards applied:  ISMS, NIST SP800-30, OWASP and HIPPA.  The aforementioned 

can be synthesized, compared and applied to the group risk assessment processes 

shown in Tables 4.1 - 4.3.   

 

Table 4.1 IT Risk Assessment Guide Analysis Table   
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Table 4.2 Risk Assessment Guide Comparison Table 

 

 
 

Table 4.3 Risk Assessment Guide Grouping Table 

 

 
 

By this educational IT risk assessment guideline, we can define the 

methodology of IT risk assessment for this research as divided into the following three 

main processes: 1) Information Gathering; 2) Information Evaluation and 3) 

Recommendation and Documentation as shown in Figure 4.1. 
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Figure 4.1 IT Risk Assessment Methodologies 

 

Process 1 (Information Gathering) involves data collection and 

determining or identifying IT risk/vulnerability.   

Process 2 (Information Evaluation) involves estimating 

likelihood and Impact, as well as determining risk levels.  

Process 3 (Recommendation and Documentation) involves 

reporting a summary overview and risk evaluation of the process for improvement. 

 

4.1.2 Studying best practice for penetration testing applied the 

following standards:  NIST SP800-115, ISSAF, SANS, PTES and OWASP.  The 

aforementioned can synthesize, compare and group penetration testing processes as 

shown in Tables 4.4 and 4.5. 

 

Table 4.4 Penetration Testing/Vulnerability Assessment Guide Analysis   
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Table 4.5 Penetration Testing/Vulnerability Assessment Guide Synthesis & 

Comparison 

 

 

From this educational penetration testing guideline, a security risk 

assessment process can be defined and divided into the following four main processes: 

1) Planning; 2) Assessment; 3) Verification and 4) Reporting as shown in Figure 4.2. 

 

 

Figure 4.2 Security Risk Assessment methods 
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Process 1 (Planning) is a planning and determining the rules, 

scope and objectives of security assessment processes by  dividing into the following 

two processes:  1) Defining Objectives and 2) Setting the Scope and Planning. 

Process 2 (Assessment) is an information system assessment of 

objectives for identifying the vulnerability occurrence in the information system by 

dividing into the following two processes:  1) Information and Footprint Gathering and 

2) Scanning and Testing. 

Process 3 (Verification) is using information from identified 

vulnerabilities discovered by the assessment process for examining and confirming the 

direction of server attacks by dividing into the following two processes:  1) Analyze 

and Gain Access and 2)  Check for Full Disclosure/Exploitation. 

Process 4 (Report) is collecting all information from system 

testing on the vulnerability after the end of testing. The report will include the 

identification of vulnerabilities, risk assessment and suggestions indicated by the 

aforementioned vulnerabilities by dividing into the following two phases:  1) IT Risk 

Evaluation and 2) Documentation and Recommendations. 

 

 

4.2 Prototype Tools 

 

4.2.1 Process Selection is the step for analyzing and choosing a process 

for developing prototype functions supporting security risk assessment. For this 

process, the results involved the following two processes:  1) Risk Evaluation and 2) 

Vulnerability verification.  

 

Table 4.6 Security Assessment Process Analysis 
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4.2.2 Define Functions is the step for determining a function and detailed 

designs of prototype tools to support risk evaluation and verification vulnerabilities. 

For this step, the results involve the following three main functions: 1) Importing; 2) 

Evaluating and 3) Examining/Confirming as shown in Tables 4.7 and 4.8. 

 

Table 4.7 Determine Functions 
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Table 4.8 Detailed Designs  
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Table 4.8 Detailed Designs (Cont.) 
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4.2.3 Prototype Design is the step for designing and creating a prototype 

model to construct a prototype tool. For this step, the results were the following 19 

prototype models:  1) Browse and  Choose Files; 2) Import Data; 3) Upload 

results/Show Data; 4) Enter Data; 5) Change Data; 6) Delete Data; 7) Show Data; 8) 

Find Data; 9) Decompose  Data; 10) Estimate Data; 11) Calculate Risk Value; 12) 

Risk Rating Mapping; 13) Show Report; 14) Export Data; 15) Print Report; 16) 

Details Reference; 17) Detail Exploit Code; 18) Change Details and 19) Test Samples  

as shown in Appendix A .  Examples of prototype designs are shown in Figures 4.3 – 

4.4.    

 

 

Figure 4.3 Brows and Choose File and Import Data Prototyping 

 

 

 

 
Figure 4.4 Result upload Prototyping 
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4.2.4 Development is the step for constructing prototype tools to support 

risk evaluation and verification of vulnerabilities by using PHP programming language 

and the MySQL database.  The results were the following two  prototype demos:  1) 

Risk evaluation module and  2) Vulnerability verification module.  

1) Risk Evaluation Module   

A. Create Risk Evaluation Data is the step for creating tables and views in 

database form. This step resulted in the following 15 tables:  1)  Main Vulns Table; 2) 

Risk Desc Table; 3) Business Impact Table; 4) CVSS View; 5) OS View; 6) Solution 

View; 7) Desc View; 8) MTS View; 9) CVE View; 10) Vuln View; 11) Vuln1 View; 

12) Vuln2 View; 13) Summary View; 14) Rep OWASP View and 15) Rep NOWASP 

(see Appendix B) as shown in Table 4.9.  

 

Table 4.9 Example Vulns Table 
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B. Create Risk Evaluation Module is the step for creating, writing and 

debugging function statements. This step resulted in the following nine prototype 

demos:  1)  Vulnerability Assessment Menu; 2) Upload XML Menu; 3) Upload CSV 

Menu; 4) Add/Edit/Delete Vulnerability Menu; 5) Vulnerability Assessment Report; 

6) Show Vulnerability Summary Report; 7) Show Vulnerability Report; 8) Export 

CSV Vulnerability Report and 9) Print Vulnerability Report as shown in Figure 4.5 -

4.13. 

 

 
 

Figure 4.5 Vulnerability Assessment Menus 

 

 

 
 

Figure 4.6 Upload XML Menus 
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Figure 4.7 Upload CSV Menus 

 

 
 

Figure 4.8 Add/Edit/Delete Vulnerability Menus 

 

 
 

Figure 4.9 Vulnerability Assessment Report 
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Figure 4.10 Show Vulnerability Summary Report 

 

 
 

Figure 4.11 Show Vulnerability Report 

 

 
 

Figure 4.12 Export CSV Vulnerability Report 
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Figure 4.13 Print Vulnerability Report 

 

C. Test/Feedback is the step for confirming bugs and fixing prototypes. 

This step resulted in the following two processes:  1) checking and confirming bugs 

and 2) fixing prototype demos as shown in Tables 4.10 and 4.11. 

 

Table 4.10 Check/Confirm Bugs Report (Vuln) 

 

 

Table 4.11 Feedbacks and Fixing Prototype Demo Report (Vuln) 
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D. Integration is the step for combining all prototype demos into a module. 

This step resulted in the following risk evaluate module as shown in Figure 4.14. 

 
Figure 4.14 Vulnerability Risk Analysis Tool Main Menu 

 

2) Vulnerability verification module 

A. Create Vulnerability Verification Data is the step for creating tables and 

views in database form.  This step resulted in the following six tables:  1) Full 

Disclosure Table; 2) ExploDB Table; 3) Msfvulns Table; 4) Paylo Table; 5) Vmsfall 

View and 6) Rep_cvss View as shown in Table 4.12 -4.13. 

 

Table 4.12 Example Full-disclosure Table 

 

 

Table 4.13 Example ExploDB Table 
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B. Create Vulnerability Verification Module is the step for creating, 

writing and debugging function statements. This step resulted in the following four    

prototype demos:  1) Vulnerability Verification Usage Report Menu; 2) Vulnerability 

Verification Report Menu; 3) Finding Exploit Code Menu and 4) Changing Exploit 

Code Menu as shown in Figures 4.15 -4.18. 

 
 

Figure 4.15 Vulnerability Verify Using Report Menu 

 

 
 

Figure 4.16 Vulnerability Verify Report Menu 

 

 
Figure 4.17 Find Exploit Code Menu 
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Figure 4.18 Change Exploit Code Menu 

 

C. Test/Feedback is the step for checking, confirming bugs and fixing 

prototypes.  This step resulted in the following two processes: 1) checking and 

confirming bugs and 2) fixing prototype demos as shown in Tables 4.14 and 4.15. 

 

Table 4.14 Check/Confirm Bugs Report (Vuln) 

 

 

Table 4.15 Feedback and Fixing Prototype Demo Report (Verify) 

 

 

D. Integration is the step for combining all prototype demos into modules. 

This step resulted in a vulnerability verification module as shown in Figure 4.19. 

  
Figure 4.19 Simulation Exploit Prototyping 
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3) Integration is the step for combining all prototype demos into one 

prototype tool. This step resulted in security risk evaluation and vulnerability 

verification tools as shown in Figure 4.20. 

  

 
 

Figure 4.20 Vulnerability Risk Analysis Tool Main Menu 
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4.3 Utilization and Security Risk Report 

 

4.3.1 Utilization is the step of developing prototype tools used for risk 

evaluation and confirmation of vulnerabilities samples testing. This step resulted in 

security risk evaluation, a risk assessment report and a vulnerability verification 

report. The results of the risk evaluation are shown in about Appendix C.  Examples of 

risk evaluation are shown in the data in Table 4.16 -4.17.   

 

Table 4.16 Risk Evaluate Result Hospital A  
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Table 4.16 Risk Evaluate Result Hospital A (Cont.) 
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Table 4.16 Risk Evaluate Result Hospital A (Cont.) 
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Table 4.17 Risk Evaluate Result Hospital B  
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Table 4.17  Risk Evaluate Result  Hospital B (Cont.) 
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Table 4.17 Risk Evaluate Result Hospital B (Cont.) 
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4.3.2 The Security Risk Assessment Report is the result of using a 

prototype tool for creating a risk assessment report. The result was risk assessment as 

shown in Appendix D.  Examples of risk assessment reports are shown in Tables 4.18 

-4.19. 

 

1) Risk Assessment Report  Hospital A 

 

 

Figure 4.21 Pre- Add Business Impact Factor (CVSS Score) 

 

 

Figure 4.22 Add Business Impact Factor (OWASP + Business Impact) 
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Table 4.18 Risk Assessment Report Hospital A (CVSS Score) 

 

 

Table 4.19 Risk Assessment Report Hospital A (OWASP + Business Impact) 

 

 

 



Fac. of Grad. Studies, Mahidol Univ.                                                M.Eng. (Computer Engineering) / 75 

 

2) Risk Assessment Report  Hospital B 

 

Figure 4.23 Pre- Add Business Impact Factor (CVSS Score) 

 

 

Figure 4.24 Add Business Impact Factor (OWASP + Business Impact) 
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Table 4.20 Risk Assessment Report Hospital B (CVSS Score) 

 

 

Table 4.21 Risk Assessment Report Hospital B (OWASP + Business Impact) 
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4.3.3 Vulnerability Verification Results involve the use of a prototype 

tool for reviewing full disclosure/references or samples of exploit testing. The result 

was verification of the vulnerability results shown in Appendix E. And examples of 

verification of the vulnerability results are shown in Tables 4.22 -4.23. 

 

Table 4.22 Verify Vulnerability Result Hospital A 

 
 

Table 4.23 Verify Vulnerability Result Hospital B 

 

 



Surapol Ruaysungnoen                                                                                                               Results / 78 

 

4.3.4 30+ Samples of Microsoft Security Bulletins on Vulnerability 

Testing are a result of the use of the prototype tool to sample exploitation testing. The 

result was sample testing as shown in Table 4.24 and Figures 4.25 – 4.32. 

 

Table 4.24  Sample 30+ Microsoft Security Bulletins Published 
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Table 4.24 Sample 30+ Microsoft Security Bulletins Published (Cont.) 
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4.3.5 Simulated Exploit Attack by using the prototype tool in the sample, 

30+ Microsoft Security Bulletins. The testing results are divided into the following 

four methods: 1) Denial of Service; 2) Code Execution; 3) Buffer Overflows and 4) 

Bypass Something. 

1) Denial of service (DoS): The server or system can be stopped in order to 

prevent or disrupt a system. The results from the examination of the prototype tool are 

shown in Figures 4.25 – 4.26. 

 

Figure 4.25 Sampling DoS Exploit ID MS12-020 in Window 2003 

 

 

Figure 4.26 Result Exploit ID MS12-020  
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2) Code Execution: The attacker can send malicious commands through an 

operating system’s vulnerability in order to enable an attacker to take control of the 

server, including installation, view or editing of the information and creation of an 

account on the server. The results from the examination of the prototype tool are 

shown in Figures 4.27 – 4.28. 

 

Figure 4.27 Sampling Execute Code Exploit ID MS01-026 in Window 2000 

 

 

Figure 4.28 Result Exploit ID MS01-026  
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3) Buffer overflows: The input is greater than the extent to which the 

program is backed up. As a result, the server or system can be stopped. The results 

from the examination of the prototype tool are shown in Figures 4.29 – 4.30. 

 

Figure 4.29 Sampling Overflow Exploit ID MS04-045 in Window XP 

 

 

Figure 4.30 Result Exploit ID MS04-045  
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4) Authentication bypass: Pass the system’s vulnerability without having 

to go through identity verification. The results from the examination of the prototype 

tool are shown in Figures 4.31 – 4.32. 

 

 

Figure 4.31 Sampling Overflow Exploit ID MS08-067 in Window 2000 

 

 

Figure 4.32 Result Exploit ID MS08-067  
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CHAPTER V 

DISCUSSION 

 

 

The security assessment in Chapter 4 experimented with the prototyping 

tools to support risk assessment, and the tests confirmed the vulnerability 

(Vulnerability Verification). The risk evaluation results on the information security 

level of hospital case studies found the risk assessment of the two hospitals in the 

study to be suitable with the environments of the case study hospitals. Before 

increasing business impact, Hospital A had a moderate risk level.  After the increase in 

business impact, the risk level was also found to be at a moderate level. For Hospital 

B, the increase in business impact before increasing the risk level was moderate.  After 

increasing the business impact, however, the risk level was found to be high as shown 

in Figures 5.1 and 5.2. 

 

  

Figure 5.1 Security Rating Hospitals A 
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Figure 5.2 Security Rating Hospitals B 
 

 

   

5.1 Identify IT Systems and Business Impact  

This research determined the business impact factors of information 

technology systems by assessment methods based on standard guidelines (OWASP 

business impact rating) to assess the business impact score by case study on hospital 

information systems administered for assessing the impact level suitable for the actual 

environment of the hospitals. The results obtained from the assessment of the business 

impacts are represented in Table 5.1.  

 

Table 5.1 Business Impact Rating  
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5.2 Risk Evaluation 

 

5.2.1 The risk evaluation by OWASP Risk Rating Methodology can be 

evaluated by comparing opportunity factors with likelihood for impact.  

The likelihood is a potential event estimating the trend of a threat agent 

and vulnerability based on factors such as skill level, motive, ease of discovery and the 

ease of exploitation, etc. 

The impact is the level of effects occurring if the attack/exploit is 

successful, which can be evaluated based on business and technical impact factors 

based on damage to information systems such as breaches in confidentiality, integrity, 

availability and accountability, etc. 

    As the above risk evaluation used judgment of the evaluators, the risk 

may not have been specified properly. Thus, the researcher selected the impact value 

and used exploitability calculated based on the CVSS vector as the impact value.  The 

researcher then used exploitability as the likelihood value to simulate a calculation 

prototyping model template for development which might have remained 

inappropriate. To increase accuracy in future risk assessment, the likelihood value 

should be leveled by collecting the occurrence/threat frequency statistics to be 

implemented/improved in the risk assessment model for other further researches.  

 

5.2.2 The prototyping tools developed in accordance with Chapter 4 

supported the result files from the vulnerability scan tool supporting only the CVSS 

score. And the Information Technology Security Evaluation of the prototyping tool 

used a basic format in accordance with the OWASP risk assessment rating by leveling 

the impact results, opportunities and risk priorities.  The details are shown in Tables 

3.13-3.14. 

 

Table 3.13 OWASP Risk Level Matrix 
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Table 3.14 OWASP Risk Level Definition 

 

 

However, using the exploitability value instead of the likelihood value 

(likelihood) to evaluate the risk level may be simulated as a model calculation in the 

tool template for development.  A new impact score was calculated by using business 

impact to adjust the score level for compatibility with the environment of the 

information technology function. The prototyping tools showed the risk levels in both 

pre- and post business impact adding. 

 

 

5.3 Vulnerability Verification 

In the vulnerability verification process developed in accordance with 

Chapter 4, the sample prototyping model was tested to verify the vulnerability of the 

Microsoft Windows operating system by using the Metasploit command line (msfcli) 

and reliable reference source examples were searched and verified. The verification 

results are shown in Chapter 4.3.3 and 4.3.4. Moreover, if the prototyping tool is 

needed for actual use, the tool should have more references for completeness and 

remaining up-to-date on a regular basis. 
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CHAPTER VI 

CONCLUSION AND RECOMMENDATIONS 

 

 

This chapter summarizes the results of all research stages and can be 

divided into the following two parts: 1) Conclusion and 2) Recommendations. 

 

 

6.1 Conclusion 

This research evaluated the information security of the case studies by 

using a prototyping tool that supported the risk evaluation and vulnerability 

verification of the tool to be developed by applying the best practices of security and 

IT risk assessment. The experimental data imported from the vulnerability scan results 

were used to add/adjust the score levels of business impact factors in the case study 

hospitals.  According to the findings, the prototyping tool was able to re-order the 

levels of information security with consistent reflection of the environments at the case 

study hospitals. The prototyping tool was also able to obtain an assessment report and 

a security report with recommendations (risk assessment report) in order to consider 

security information improvement. Moreover, the prototyping tool was able to imitate, 

exploit test and display reliable reference sources.  The risk assessment report is 

shown in Chapter 4.3.2 and the vulnerability verification is shown in Chapter 4.3.4 

and 4.3.5. 

 

 

6.2 Recommendation 

 

6.2.1 Vulnerability Assessment - The prototyping tool was developed by 

using OWASP risk rating methodology and adjusted by business impact factors 

obtained from the questionnaire completed by the case study hospitals’ IT security 
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staff. If the function preferred appropriation, the function was able to add more factors, 

including opportunity factors. The researcher used the impact score and exploitability 

usage calculated based on the CVSS vector as the impact value.  The exploitability 

usage was applied instead of likelihood for imitation as a prototyping tool for 

development which might be inappropriate. To increase accuracy in risk assessment, 

further assessment should set more scoring levels on opportunity factors by collecting 

the frequency statistics of the event/threat actually occurring to implement/improve the 

risk assessment model for future research. 

 

6.2.2 Vulnerability Verification - This tool supports the Metasploit 

command line (msfcli) and reliable full disclosure references.  In the vulnerability 

verification process, the tool was able to verify the limit reference sources. For more 

complete verification results, full disclosure or reference websites should be added or 

updated. 

 

6.2.3 Limitations - This research selected the results of vulnerability scan 

tools only supporting the standards of the Common Vulnerability Scoring System 

(CVSS).  However, there are other tools that do not support CVSS such a the Open 

Source Vulnerability Database (OSVDB), Common Vulnerabilities and Exposures 

(CVE) etc.  Although the function can use imported CSV templates, it needs to be 

done with searching and configuration of the CVSS Vector.  The necessary data field 

for calculation of the priority risks are ranked according to the defined format.     
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APPENDIX A 

PROTYPE DESIGN 

 

 

Prototype Design was  19 prototype models  that is 1) Brow and  Choose 

File, 2) Import Data, 3) Result upload / Show Data, 4) Insert Data, 5) Change Data, 6) 

Delete Data, 7) Show Data, 8) Find Data, 9) Decompose  Data, 10) Estimate Data, 11) 

Calculate Risk Value, 12) Risk Rating Mapping, 13) Show Report, 14) Export Data, 

15) Print Report, 16) Details Reference, 17) Detail Exploit Code, 18) Change Details, 

and 19) Testing Sample  following: Figure A-1 to A-15 

1. Brow and Choose File Function is the method of choose XML or CSV 

Text file and read data into string data. 

2. Import Data Function is the method of insert string data  into database.  

 

Figure A-1  Brow and  Choose File and Import Data  Prototyping 

 

3. Result upload Function is the method of show import results . 

 

 
Figure A-2  Result upload Prototyping 
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4. Insert Data Function is the method of input data in text values and insert 

data  into database. 

 
Figure A-3  Insert Data Prototyping 

 

5.  Delete Data Function is the method of find, and select records and 

delete data in database. 

 
Figure A-4  Delete Data Prototyping 

 

6.  Change Data Function is the method of find, and select record and 

change text values and update data in database. 

 
Figure A-5  Change Data Prototyping 
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7.  Show Data Function is the method of select data from tables and create 

and show view records in grid. 

 
Figure A-6  Show Data Prototyping 

 

8.  Find Data Function is the method of find data from tables and create 

and show view records in grid. 

 
Figure A-7  Find Data Prototyping 

 

9.  Find Data Function is the method of split data into 2 sections that is 

impact, and likelihood data using database functions. 

 
Figure A-8  Decompose  Data Prototyping 
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10.  Estimate Data Function is the method of calculate, and normalize 

impact, and likelihood values using database functions. 

 
Figure A-9  Estimate Data Prototyping 

 

11.  Calculate Risk Value Function is the method of calculate impact and 

likelihood levels using database functions. 

 

Figure A-10  Calculate Risk Value Prototyping 

 

12.  Risk Rating Mapping Function is the method of calculate, and 

mapping risk rating using database functions. 

 
Figure A-11  Risk Rating Mapping Prototyping 
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13.  Show Report Function is the method of select and summarize data and 

show report chart. 

 
Figure A-12  Show Report Prototyping 

 

14.  Export Data Function is the method of select data and export csv file 

into local drive. 

 
Figure A-13  Export Data Prototyping 

 

15.  Print Report Function is the method of select, and show data and print 

pdf file. 

 
Figure A-14  Print Report Prototyping 
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16.  Details Reference Function is the method of select record and show 

details of reference or full-disclosure. 

17.  Detail Exploit Code Function is the method of select record, and show 

details of exploit info. 

 
Figure A-15  Details Reference and Detail Exploit Code Prototyping 

 

18.  Change Details Function is the method of select record  and change or 

edit text values for testing exploit code using msfconsole command of metasploit 

framework. 

19.  Testing Sample Function is the method of testing exploit code using 

msfconsole command of metasploit framework. 

 

Figure A-15  Change Details and Testing Sample  Prototyping 
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APPENDIX B 

DATABASE DESIGN AND CREATE COMMAND 

 

 

1) Risk Evaluate Tables and Views  has  15  Table  that is 1)  Main 

Vulns Table, 2) Risk Desc Table, 3) Business Impact Table, 4) CVSS View, 5) OS 

View, 6) Solution View, 7) Desc View, 8) MTS View, 9) CVE View, 10) Vuln View, 

11) Vuln1 View, 12)  Vuln2 View, 13) Summary View, 14) Rep OWASP View, and 

15) Rep NOWASP View        following: Table  B-1 to B-15 

1.  Main Vulns Table is table for collect vulnerabilities data obtained from 

the vulnerability scanning process. We can create table using SQL Command below  

and data structure following: Table B-1 

CREATE TABLE IF NOT EXISTS `main` (  `no` int(11) NOT NULL AUTO_INCREMENT,  `name` text,  

`name2` varchar(15) DEFAULT NULL,  `tag` text,  `name3` text,  `port` text,  `svc_name` text,  `protocol` text,  

`pluginID` varchar(20) DEFAULT NULL,  `pluginName` text,  `pluginFamily` text,  `description` text,  `fname` 

text,  `plugin_type` text,  `risk_factor` text,  `solution` text,  `synopsis` text,  `cve` text,  `cvss_base_score` text,  

`cvss_vector` text,  `see_also` text,  `metasploit_name` text,  PRIMARY KEY (`no`)); 

Table B-1  Main Vulns Table 

No Name Type Collation Null Default Extra 

1 no  int(11) 

 

No None Order Number 

2 name  text utf8_general_ci Yes NULL System Name 

3 name2  varchar(15) utf8_general_ci Yes NULL IP Address 

4 tag  text utf8_general_ci Yes NULL Descriptions1 

5 name3  text utf8_general_ci Yes NULL Descriptions2 

6 port  text utf8_general_ci Yes NULL Port Number 

7 svc_name  text utf8_general_ci Yes NULL Service Name 

8 protocol  text utf8_general_ci Yes NULL Protocol 

9 pluginID  varchar(20) utf8_general_ci Yes NULL Plugin ID 

10 pluginName  text utf8_general_ci Yes NULL Plugin Name 

11 pluginFamily  text utf8_general_ci Yes NULL Plugin Family 

12 description  text utf8_general_ci Yes NULL Descriptions3 

13 fname  text utf8_general_ci Yes NULL Fname 

14 plugin_type  text utf8_general_ci Yes NULL Plugin Type 

15 risk_factor  text utf8_general_ci Yes NULL Risk Factor 

16 solution  text utf8_general_ci Yes NULL Solution 

17 synopsis  text utf8_general_ci Yes NULL Synopsis 

18 cve  text utf8_general_ci Yes NULL CVE Number 

19 cvss_base_score  text utf8_general_ci Yes NULL CVSS Base Score 
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20 cvss_vector  text utf8_general_ci Yes NULL CVSS Vector 

21 see_also  text utf8_general_ci Yes NULL See Also 

22 metasploit_name  text utf8_general_ci Yes NULL  Metasploit Name 

 

2.  Risk Desc Table is table for record risk description data We can create 

table using SQL Command below  and data structure following: Table B-2  

CREATE TABLE IF NOT EXISTS `risk` (  `risk` text,  `desc` text,  PRIMARY KEY (`no`)); 

Table B-2  Risk Desc Table 

No Name Type Collation Null Default Extra 

1 risk text utf8_general_ci No None Risk Level 

2 desc text utf8_general_ci No None Descriptions 

 

3.  Business Impact Table is table for record risk description data We can 

create table using SQL Command below  and data structure following: Table B-3  

CREATE TABLE IF NOT EXISTS `bia` (  `name6` varchar(15) NOT NULL,  `fd` int(1) NOT NULL,  `rd` int(1) 

NOT NULL,  `nc` int(1) NOT NULL,  `pv` int(1) NOT NULL,  UNIQUE KEY `name6` (`name6`)) ; 

Table B-3  Business Impact Table 

No Name Type Collation Null Default Extra 

1 name6 varchar(15) tis620_thai_ci No None IP Address 

2 fd int(1) 

 

No None Financial damage 

3 rd int(1) 

 

No None Reputation damage 

4 nc int(1) 

 

No None Non-compliance 

5 pv int(1) 

 

No None Privacy violation 

 

4.  CVSS View is table view for record vulnerability data. We can create 

view using SQL Command below  and data structure following: Table B-4  

ALTER ALGORITHM=UNDEFINED DEFINER=`root`@`localhost` SQL SECURITY DEFINER VIEW `cvss` 

AS select `main`.`name` AS `name`,`main`.`name2` AS `name2`,`main`.`port` AS `port`,`main`.`svc_name` AS 

`svc_name`,`main`.`protocol` AS `protocol`,`main`.`pluginID` AS `pluginID`,`main`.`pluginName` AS 

`pluginName`,`main`.`pluginFamily` AS `pluginFamily`,`main`.`cvss_vector` AS `cvss_vector` from `main` where 

(`main`.`cvss_vector` <> '') 

Table B-4  CVSS View 

No Name Type Collation Null Default Extra 

1 name  text utf8_general_ci Yes NULL System Name 

2 name2  varchar(15) utf8_general_ci Yes NULL IP Address 

3 port  text utf8_general_ci Yes NULL Port Number 

4 svc_name  text utf8_general_ci Yes NULL Service Name 

5 protocol  text utf8_general_ci Yes NULL Protocol 

6 pluginID  varchar(20) utf8_general_ci Yes NULL Plugin ID 

7 pluginName  text utf8_general_ci Yes NULL Plugin Name 



Surapol Ruaysungnoen                                                                                                      Appendices / 102 

 

8 pluginFamily  text utf8_general_ci Yes NULL Plugin Family 

9 cvss_vector  text utf8_general_ci Yes NULL CVSS Vector 

 

5.  OS View is table view for record Operation systems data. We can 

create view using SQL Command below  and data structure following: Table B-5  

ALTER ALGORITHM=UNDEFINED DEFINER=`root`@`localhost` SQL SECURITY DEFINER VIEW `os` AS 

select `main`.`name2` AS `name2`,`main`.`tag` AS `tag`,`main`.`name3` AS `name3` from `main` where 

(`main`.`name3` = 'operating-system') 

Table B-5  OS View 

No Name Type Collation Null Default Extra 

1 name2  varchar(15) utf8_general_ci Yes NULL IP Address 

2 tag text utf8_general_ci Yes NULL Descriptions1 

3 Name3 text utf8_general_ci Yes NULL Descriptions2 

 

6.  Solution View is table view for record solution data. We can create 

view using SQL Command below  and data structure following: Table B-6  

ALTER ALGORITHM=UNDEFINED DEFINER=`root`@`localhost` SQL SECURITY DEFINER VIEW 

`solution` AS select distinct `main`.`pluginID` AS `pluginID`,`main`.`solution` AS `solution` from `main` where 

(`main`.`solution` <> '') order by 1 

Table B-6  Solution View 

No Name Type Collation Null Default Extra 

1 pluginID varchar(20) utf8_general_ci Yes NULL Plugin ID 

2 solution text utf8_general_ci Yes NULL Solution 

 

7.  Desc View is table view for record referance data. We can create view 

using SQL Command below  and data structure following: Table B-7  

ALTER ALGORITHM=UNDEFINED DEFINER=`root`@`localhost` SQL SECURITY DEFINER VIEW `disc` 

AS select distinct `main`.`pluginID` AS `pluginID`,`main`.`see_also` AS `see_also` from `main` where 

(`main`.`see_also` <> '') 

Table B-7  Desc View 

No Name Type Collation Null Default Extra 

1 pluginID varchar(20) utf8_general_ci Yes NULL Plugin ID 

2 see_also text utf8_general_ci Yes NULL See Also 

 

8.  MTS View is table view for record metasploit data. We can create view 

using SQL Command below  and data structure following: Table B-8  

ALTER ALGORITHM=UNDEFINED DEFINER=`root`@`localhost` SQL SECURITY DEFINER VIEW `mts` 

AS select distinct `main`.`pluginID` AS `pluginID`,`main`.`metasploit_name` AS `metasploit_name` from `main` 

where (`main`.`metasploit_name` <> '') 
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Table B-8  MTS View 

No Name Type Collation Null Default Extra 

1 pluginID varchar(20) utf8_general_ci Yes NULL Plugin ID 

2 metasploit_name text utf8_general_ci Yes NULL Metasploit Name 

 

9.  CVE View is table view for record cve data. We can create view using 

SQL Command below  and data structure following: Table B-9  

ALTER ALGORITHM=UNDEFINED DEFINER=`root`@`localhost` SQL SECURITY DEFINER VIEW `cve` 

AS select distinct `main`.`pluginID` AS `pluginID`,`main`.`cve` AS `cve` from `main` where (`main`.`pluginID` 

<> '') 

Table B-9  CVE View 

No Name Type Collation Null Default Extra 

1 pluginID varchar(20) utf8_general_ci Yes NULL Plugin ID 

2 cve text utf8_general_ci Yes NULL CVE Number 

 

10.  Vuln View is table view for record vulnerability summary data. We 

can create view using SQL Command below  and data structure following: Table B-10  

ALTER ALGORITHM=UNDEFINED DEFINER=`root`@`localhost` SQL SECURITY DEFINER VIEW `vuln` 

AS select distinct `main2`.`name` AS `name`,`main2`.`name2` AS 

`name2`,concat(`main2`.`svc_name`,'(',`main2`.`protocol`,`main2`.`port`,')') AS `service`,`main2`.`tag` AS 

`tag`,`main2`.`pluginID` AS `pluginID`,`main2`.`pluginName` AS `pluginName`,`main2`.`solution` AS 

`solution`,`main2`.`cvss_vector` AS `cvss_vector`,`main2`.`metasploit_name` AS 

`metasploit_name`,`main2`.`see_also` AS `see_also`,`vbia`.`bi` AS `BI` from (`main2` left join `vbia` 

on((`main2`.`name2` = convert(`vbia`.`name6` using utf8)))) where (`main2`.`cvss_vector` <> ' ') 

Table B-10  Vuln View 

No Name Type Collation Null Default Extra 

1 name  text utf8_general_ci Yes NULL System Name 

2 name2  varchar(15) utf8_general_ci Yes NULL IP Address 

3 service  mediumtext utf8_general_ci Yes NULL Service Name 

4 tag  text utf8_general_ci Yes NULL Descriptions1 

5 pluginID  varchar(20) utf8_general_ci Yes NULL Plugin ID 

6 pluginName  text utf8_general_ci Yes NULL Plugin Name 

7 solution  text utf8_general_ci Yes NULL Solution 

8 cvss_vector  text utf8_general_ci Yes NULL CVSS Vector 

9 metasploit_name  text utf8_general_ci Yes NULL Metasploit Name 

10 see_also  text utf8_general_ci Yes NULL See Also 

11 BI  decimal(17,4) 

 

Yes NULL Business Impact Value 

 

11.  Vuln1 View is table view for record vulnerability risk determine data. 

We can create view using SQL Command below  and data structure following: Table 

B-11  
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ALTER ALGORITHM=UNDEFINED DEFINER=`root`@`localhost` SQL SECURITY DEFINER VIEW `vuln1` 

AS select `vuln`.`name` AS `name`,concat('xxx.xxx.xxx.',substring_index(`vuln`.`name2`,'.',-(1))) AS 

`name2`,`vuln`.`name2` AS `nameip`,`vuln`.`service` AS `service`,`vuln`.`tag` AS `tag`,`vuln`.`pluginID` AS 

`pluginID`,`vuln`.`pluginName` AS `pluginName`,`vuln`.`solution` AS `solution`,`vuln`.`cvss_vector` AS 

`cvss_vector`,(case substr(`vuln`.`cvss_vector`,10,1) when 'L' then 0.395 when 'A' then 0.646 when 'N' then 1 end) 

AS `AV`,(case substr(`vuln`.`cvss_vector`,15,1) when 'H' then 0.35 when 'M' then 0.61 when 'L' then 0.71 end) AS 

`AC`,(case substr(`vuln`.`cvss_vector`,20,1) when 'M' then 0.45 when 'S' then 0.56 when 'N' then 0.704 end) AS 

`AU`,(case substr(`vuln`.`cvss_vector`,24,1) when 'N' then 0 when 'P' then 0.275 when 'C' then 0.66 end) AS 

`C`,(case substr(`vuln`.`cvss_vector`,28,1) when 'N' then 0 when 'P' then 0.275 when 'C' then 0.66 end) AS `I`,(case 

substr(`vuln`.`cvss_vector`,32,1) when 'N' then 0 when 'P' then 0.275 when 'C' then 0.66 end) AS 

`A`,`vuln`.`metasploit_name` AS `metasploit_name`,`vuln`.`see_also` AS `see_also`,`vuln`.`BI` AS `BI` from 

`vuln` where 1 

Table B-11  Vuln1 View 

No Name Type Collation Null Default Extra 

1 name  text utf8_general_ci Yes NULL System Name 

2 name2  varchar(27) utf8_general_ci Yes NULL IP Address (hide) 

3 nameip  varchar(15) utf8_general_ci Yes NULL IP Address 

4 service  mediumtext utf8_general_ci Yes NULL Service Name 

5 tag  text utf8_general_ci Yes NULL Descriptions1 

6 pluginID  varchar(20) utf8_general_ci Yes NULL Plugin ID 

7 pluginName  text utf8_general_ci Yes NULL Plugin Name 

8 solution  text utf8_general_ci Yes NULL Solution 

9 cvss_vector  text utf8_general_ci Yes NULL CVSS Vector 

10 AV  decimal(4,3) 

 

Yes NULL Access Vector 

11 AC  decimal(3,2) 

 

Yes NULL Access Complexity 

12 AU  decimal(4,3) 

 

Yes NULL Authentication 

13 C  decimal(4,3) 

 

Yes NULL Confidentiality 

14 I  decimal(4,3) 

 

Yes NULL Integrity 

15 A  decimal(4,3) 

 

Yes NULL Availability 

16 metasploit_name  text utf8_general_ci Yes NULL Metasploit Name 

17 see_also  text utf8_general_ci Yes NULL See Also 

18 BI  decimal(17,4) 

 

Yes NULL Business Impact Value 

 

12.  Vuln2 View is table view for vulnerability risk values data. We can 

create view using SQL Command below  and data structure following: Table B-12  

ALTER ALGORITHM=UNDEFINED DEFINER=`root`@`localhost` SQL SECURITY DEFINER VIEW `vuln3` 

AS select `vuln2`.`name` AS `name`,`vuln2`.`name2` AS `name2`,`vuln2`.`nameip` AS `nameip`,`vuln2`.`service` 

AS `service`,`vuln2`.`tag` AS `tag`,`vuln2`.`pluginID` AS `pluginID`,`vuln2`.`pluginName` AS 

`pluginName`,`vuln2`.`solution` AS `solution`,`vuln2`.`AV` AS `AV`,`vuln2`.`AC` AS `AC`,`vuln2`.`AU` AS 

`AU`,`vuln2`.`C` AS `C`,`vuln2`.`I` AS `I`,`vuln2`.`A` AS `A`,`vuln2`.`likh` AS `likh`,`vuln2`.`imp` AS 

`imp`,`vuln2`.`BI` AS `BI`,`vuln2`.`Nimp` AS `Nimp`,`vuln2`.`norm_Likh` AS `norm_Likh`,`vuln2`.`norm_imp` 

AS `norm_imp`,`vuln2`.`norm_nimp` AS `norm_nimp`,if((`vuln2`.`norm_Likh` > 6),3,if((`vuln2`.`norm_Likh` < 

3),1,2)) AS `owasp_Likh`,if((`vuln2`.`norm_imp` > 6),3,if((`vuln2`.`norm_imp` < 3),1,2)) AS 

`owasp_imp`,if((`vuln2`.`norm_nimp` > 6),3,if((`vuln2`.`norm_nimp` < 3),1,if((`vuln2`.`norm_nimp` between 3 

and 6),2,NULL))) AS `owasp_nimp`,round(((((0.6 * `vuln2`.`imp`) + (0.4 * `vuln2`.`likh`)) - 1.5) * 1.176),2) AS 

`cv`,concat(if((`vuln2`.`norm_Likh` > 6),3,if((`vuln2`.`norm_Likh` < 3),1,2)),if((`vuln2`.`norm_imp` > 

6),3,if((`vuln2`.`norm_imp` < 3),1,2))) AS `LxI`,concat(if((`vuln2`.`norm_Likh` > 6),3,if((`vuln2`.`norm_Likh` < 

3),1,2)),if((`vuln2`.`norm_nimp` > 6),3,if((`vuln2`.`norm_nimp` < 3),1,if((`vuln2`.`norm_nimp` between 3 and 

6),2,NULL)))) AS `LxnI`,`vuln2`.`metasploit_name` AS `metasploit_name`,`vuln2`.`see_also` AS `see_also` from 

`vuln2` where 1 
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Table B-12  Vuln2 View 

No Name Type Collation Null Default Extra 

1 name  text utf8_general_ci Yes NULL System Name 

2 name2  varchar(27) utf8_general_ci Yes NULL IP Address (hide) 

3 nameip  varchar(15) utf8_general_ci Yes NULL IP Address 

4 service  mediumtext utf8_general_ci Yes NULL Service Name 

5 tag  text utf8_general_ci Yes NULL Descriptions1 

6 pluginID  varchar(20) utf8_general_ci Yes NULL Plugin ID 

7 pluginName  text utf8_general_ci Yes NULL Plugin Name 

8 solution  text utf8_general_ci Yes NULL Solution 

9 AV  decimal(4,3) 

 

Yes NULL Access Vector 

10 AC  decimal(3,2) 

 

Yes NULL Access Complexity 

11 AU  decimal(4,3) 

 

Yes NULL Authentication 

12 C  decimal(4,3) 

 

Yes NULL Confidentiality 

13 I  decimal(4,3) 

 

Yes NULL Integrity 

14 A  decimal(4,3) 

 

Yes NULL Availability 

15 likh  decimal(8,2) 

 

Yes NULL Likelihood 
16 imp  decimal(12,2) 

 

Yes NULL Impact 

17 BI  decimal(17,4) 

 

Yes NULL Business Impact 

18 Nimp  decimal(22,8) 

 

Yes NULL New Impact 

19 norm_Likh  decimal(13,2) 

 

Yes NULL Normalize  Likelihood 

20 norm_imp  decimal(17,2) 

 

Yes NULL Normalize  Impact 

21 norm_nimp  decimal(21,2) 

 

Yes NULL Normalize  New Impact 

22 owasp_Likh  int(1) 

 

No 0 Owasp Likelihood 

23 owasp_imp  int(1) 

 

No 0 Owasp Impact 

24 owasp_nimp  int(1) 

 

Yes NULL Owasp New Impact 

25 cv  decimal(17,2) 

 

Yes NULL CVSS Score 

26 LxI  varchar(2) utf8_general_ci No 

 

Likelihood X Impact 

27 LxnI  varchar(2) utf8_general_ci Yes NULL Likelihood X NewImpact 

28 metasploit_name  text utf8_general_ci Yes NULL Metasploit Name 

29 see_also  text utf8_general_ci Yes NULL  See Also 

 

13.  Summary View is table view for vulnerability risk summary data. We 

can create view using SQL Command below  and data structure following: Table B-13  

ALTER ALGORITHM=UNDEFINED DEFINER=`root`@`localhost` SQL SECURITY DEFINER VIEW 

`sumary` AS select distinct `vuln3`.`name` AS `name`,`vuln3`.`name2` AS `name2`,`vuln3`.`nameip` AS 

`nameip`,`vuln3`.`service` AS `service`,`vuln3`.`tag` AS `tag`,`vuln3`.`pluginID` AS 

`pluginID`,`vuln3`.`pluginName` AS `pluginName`,`vuln3`.`solution` AS `solution`,`vuln3`.`likh` AS 

`likh`,`vuln3`.`imp` AS `imp`,`vuln3`.`BI` AS `BI`,`vuln3`.`Nimp` AS `Nimp`,`vuln3`.`norm_Likh` AS 

`norm_Likh`,`vuln3`.`norm_imp` AS `norm_imp`,`vuln3`.`norm_nimp` AS `norm_nimp`,`vuln3`.`owasp_Likh` 

AS `owasp_Likh`,`vuln3`.`owasp_imp` AS `owasp_imp`,`vuln3`.`owasp_nimp` AS `owasp_nimp`,`vuln3`.`cv` AS 

`cv`,`vuln3`.`LxI` AS `LxI`,`vuln3`.`LxnI` AS `LxnI`,if((`vuln3`.`cv` = 10),'1.critical',if(((`vuln3`.`cv` < 10) and 

(`vuln3`.`cv` >= 7)),'2.high',if(((`vuln3`.`cv` < 7) and (`vuln3`.`cv` >= 4)),'3.medium',if(((`vuln3`.`cv` < 4) and 

(`vuln3`.`cv` >= 0)),'4.low','5.note')))) AS `risk_cvss`,(case `vuln3`.`LxI` when 11 then '5.note' when 12 then '4.low' 

when 21 then '4.low' when 22 then '3.medium' when 13 then '3.medium' when 31 then '3.medium' when 23 then 

'2.high' when 32 then '2.high' when 33 then '1.critical' end) AS `risk_owasp`,(case `vuln3`.`LxnI` when 11 then 

'5.note' when 12 then '4.low' when 21 then '4.low' when 22 then '3.medium' when 13 then '3.medium' when 31 then 

'3.medium' when 23 then '2.high' when 32 then '2.high' when 33 then '1.critical' end) AS 

`risk_nowasp`,`vuln3`.`metasploit_name` AS `metasploit_name`,`vuln3`.`see_also` AS `see_also`,`cve`.`cve` AS 

`cve` from (`vuln3` join `cve`) where (`vuln3`.`pluginID` = `cve`.`pluginID`) 
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Table B-13  Summary View 

No Name Type Collation Null Default Extra 

1 name  text utf8_general_ci Yes NULL System Name 

2 name2  varchar(27) utf8_general_ci Yes NULL IP Address (hide) 

3 nameip  varchar(15) utf8_general_ci Yes NULL IP Address 

4 service  mediumtext utf8_general_ci Yes NULL Service Name 

5 tag  text utf8_general_ci Yes NULL Descriptions1 

6 pluginID  varchar(20) utf8_general_ci Yes NULL Plugin ID 

7 pluginName  text utf8_general_ci Yes NULL Plugin Name 

8 solution  text utf8_general_ci Yes NULL Solution 

9 likh  decimal(8,2) 

 

Yes NULL Likelihood 

10 imp  decimal(12,2) 

 

Yes NULL Impact 

11 BI  decimal(17,4) 

 

Yes NULL Business Impact 

12 Nimp  decimal(22,8) 

 

Yes NULL New Impact 

13 norm_Likh  decimal(13,2) 

 

Yes NULL Normalize  Likelihood 

14 norm_imp  decimal(17,2) 

 

Yes NULL Normalize  Impact 

15 norm_nimp  decimal(21,2) 

 

Yes NULL Normalize  New Impact 

16 owasp_Likh  int(1) 

 

No 0 Owasp Likelihood 

17 owasp_imp  int(1) 

 

No 0 Owasp Impact 

18 owasp_nimp  int(1) 

 

Yes NULL Owasp New Impact 

19 cv  decimal(17,2) 

 

Yes NULL CVSS Score 

20 LxI  varchar(2) utf8_general_ci No 

 

Likelihood X Impact 

21 LxnI  varchar(2) utf8_general_ci Yes NULL Likelihood X NewImpact 

22 risk_cvss  varchar(10) utf8_general_ci No 

 

Risk CVSS 

23 risk_owasp  varchar(10) utf8_general_ci Yes NULL Risk OWASP 

24 risk_nowasp  varchar(10) utf8_general_ci Yes NULL Risk NewOwasp 

25 metasploit_name  text utf8_general_ci Yes NULL Metasploit Name 

26 see_also  text utf8_general_ci Yes NULL See Also 

27 cve  text utf8_general_ci Yes NULL  CVE Number 

 

14.  Rep OWASP View is table view for OWASP security risk assessment 

report  . We can create view using SQL Command below  and data structure 

following: Table B-14  

ALTER ALGORITHM=UNDEFINED DEFINER=`root`@`localhost` SQL SECURITY DEFINER VIEW 

`rep_owasp` AS select `sumary`.`risk_owasp` AS `risk_owasp`,`sumary`.`name` AS `name`,`sumary`.`service` AS 

`service`,`sumary`.`tag` AS `tag`,`sumary`.`pluginID` AS `pluginID`,`sumary`.`pluginName` AS 

`pluginName`,`sumary`.`solution` AS `solution`,`sumary`.`metasploit_name` AS 

`metasploit_name`,`sumary`.`see_also` AS `see_also`,`sumary`.`name2` AS `name2` from `sumary` where 1 group 

by 1,2,3,4,5 order by 1 
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Table B-14  Rep OWASP View 

No Name Type Collation Null Default Extra 

1 risk_owasp  varchar(10) utf8_general_ci Yes NULL Risk OWASP 

2 name  text utf8_general_ci Yes NULL System Name 

3 service  mediumtext utf8_general_ci Yes NULL Service Name 

4 tag  text utf8_general_ci Yes NULL Descriptions1 

5 pluginID  varchar(20) utf8_general_ci Yes NULL Plugin ID 

6 pluginName  text utf8_general_ci Yes NULL Plugin Name 

7 solution  text utf8_general_ci Yes NULL Solution 

8 metasploit_name  text utf8_general_ci Yes NULL Metasploit Name 

9 see_also  text utf8_general_ci Yes NULL See Also 

10 name2  varchar(27) utf8_general_ci Yes NULL  IP Address 

 

15.  Rep NOWASP View is table view for New Impact OWASP security 

risk assessment report  . We can create view using SQL Command below  and data 

structure following: Table B-15  

ALTER ALGORITHM=UNDEFINED DEFINER=`root`@`localhost` SQL SECURITY DEFINER VIEW 

`rep_nowasp` AS select `sumary`.`risk_nowasp` AS `risk_nowasp`,`sumary`.`name` AS `name`,`sumary`.`service` 

AS `service`,`sumary`.`tag` AS `tag`,`sumary`.`pluginID` AS `pluginID`,`sumary`.`pluginName` AS 

`pluginName`,`sumary`.`solution` AS `solution`,`sumary`.`metasploit_name` AS 

`metasploit_name`,`sumary`.`see_also` AS `see_also`,`sumary`.`name2` AS `name2` from `sumary` where 1 group 

by 1,2,3,4,5 order by 1 

Table B-15  Rep NOWASP View 

No Name Type Collation Null Default Extra 

1 risk_nowasp  varchar(10) utf8_general_ci Yes NULL Risk New OWASP 

2 name  text utf8_general_ci Yes NULL System Name 

3 service  mediumtext utf8_general_ci Yes NULL Service Name 

4 tag  text utf8_general_ci Yes NULL Descriptions1 

5 pluginID  varchar(20) utf8_general_ci Yes NULL Plugin ID 

6 pluginName  text utf8_general_ci Yes NULL Plugin Name 

7 solution  text utf8_general_ci Yes NULL Solution 

8 metasploit_name  text utf8_general_ci Yes NULL Metasploit Name 

9 see_also  text utf8_general_ci Yes NULL See Also 

10 name2  varchar(27) utf8_general_ci Yes NULL  IP Address 
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2) Verification Vulnerabilities Tables and Views has  6  Table  that is 1) 

Full-disclosure Table, 2) ExploDB Table, 3) Msfvulns Table, 4) Paylo Table, 5) 

Vmsfall View, and 6)  Rep_cvss View  following: Table  B-16 to B-20 

1.  Full-disclosure Table is table for full-disclosure reference data. We can 

create table using SQL Command below  and data structure following: Table B-16  

CREATE TABLE IF NOT EXISTS `fulldisc` (  `CVE` varchar(13) DEFAULT NULL,  `FullDisc` varchar(196) 

DEFAULT NULL,  `Date` varchar(11) DEFAULT NULL,  `Link` varchar(67) DEFAULT NULL) 

Table B-16  Full-disclosure Table 

No Name Type Collation Null Default Extra 

1 CVE  varchar(13) utf8_general_ci Yes NULL CVE Number 

2 FullDisc  varchar(196) utf8_general_ci Yes NULL full-disclosure 

3 Date  varchar(11) utf8_general_ci Yes NULL Date 

4 Link  varchar(67) utf8_general_ci Yes NULL  Link 

 

2.  ExploDB Table is table for exploitDB reference data. We can create 

table using SQL Command below  and data structure following: Table B-17  

CREATE TABLE IF NOT EXISTS `explodb` (  `EDB_ID` int(5) DEFAULT NULL,  `CVE` varchar(14) 

DEFAULT NULL,  `file` varchar(42) DEFAULT NULL,  `description` varchar(142) DEFAULT NULL,  `date` 

int(5) DEFAULT NULL,  `author` varchar(30) DEFAULT NULL,  `platform` varchar(10) DEFAULT NULL,  

`type` varchar(7) DEFAULT NULL,  `port` int(5) DEFAULT NULL,  `link` varchar(41) DEFAULT NULL)  

Table B-17  ExploDB Table 

No Name Type Collation Null Default Extra 

1 EDB_ID  int(5) 

 

Yes NULL EDB ID 

2 CVE  varchar(14) utf8_general_ci Yes NULL CVE Number 

3 file  varchar(42) utf8_general_ci Yes NULL File Name 

4 description  varchar(142) utf8_general_ci Yes NULL Descriptions 

5 date  int(5) 

 

Yes NULL Date 

6 author  varchar(30) utf8_general_ci Yes NULL author 

7 platform  varchar(10) utf8_general_ci Yes NULL platform 

8 type  varchar(7) utf8_general_ci Yes NULL type 

9 port  int(5) 

 

Yes NULL Port Number 

10 link  varchar(41) utf8_general_ci Yes NULL  Link 
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3.  Msfvulns Table is table for Metasploit code reference data. We can 

create table using SQL Command below  and data structure following: Table B-18  

CREATE TABLE IF NOT EXISTS `msfvulns` (  `CVE` varchar(13) DEFAULT NULL,  `Typ` varchar(3) 

DEFAULT NULL,  `Sys` varchar(9) DEFAULT NULL,  `fullname` varchar(69) DEFAULT NULL,  `name` 

varchar(123) DEFAULT NULL)  

Table B-18  Msfvulns Table 

No Name Type Collation Attributes Null Default Extra 

1 CVE  varchar(13) utf8_general_ci 

 

Yes NULL CVE Number 

2 Typ  varchar(3) utf8_general_ci 

 

Yes NULL Types 

3 Sys  varchar(9) utf8_general_ci 

 

Yes NULL Systems 

4 fullname  varchar(69) utf8_general_ci 

 

Yes NULL Full Name 

5 name  varchar(123) utf8_general_ci 

 

Yes NULL  Metasploit Name 

 

4.  Paylo Table is table for Playloads code data. We can create table using 

SQL Command below  and data structure following: Table B-19  

CREATE TABLE IF NOT EXISTS `msfvulns` (  `CVE` varchar(13) DEFAULT NULL,  `Typ` varchar(3) 

DEFAULT NULL,  `Sys` varchar(9) DEFAULT NULL,  `fullname` varchar(69) DEFAULT NULL,  `name` 

varchar(123) DEFAULT NULL)  

Table B-19  Paylo Table 

No Name Type Collation Null Default Extra 

1 paylo  varchar(55) utf8_general_ci Yes NULL Payload Path 

2 typ  varchar(7) utf8_general_ci Yes NULL Type 

3 name  varchar(94) utf8_general_ci Yes NULL Payload Name  

 

5.  Vmsfall View is table for Metasploit code data. We can create view 

using SQL Command below  and data structure following: Table B-20  

ALTER ALGORITHM=UNDEFINED DEFINER=`root`@`localhost` SQL SECURITY DEFINER VIEW 

`vmsfall` AS select `msfvulns`.`Sys` AS `Sys`,`msfvulns`.`Typ` AS `Typ`,`msfvulns`.`CVE` AS 

`CVE`,`msfvulns`.`name` AS `name`,`msfvulns`.`fullname` AS `fullname` from `msfvulns` where 1 

Table B-20  Vmsfall View 

No Name Type Collation Null Default Extra 

1 Sys  varchar(9) utf8_general_ci Yes NULL Systems 

2 Typ  varchar(3) utf8_general_ci Yes NULL Type 

3 CVE  varchar(13) utf8_general_ci Yes NULL CVE Number 

4 name  varchar(123) utf8_general_ci Yes NULL Metasploit Name 

5 fullname  varchar(69) utf8_general_ci Yes NULL  Metasploit  Path 
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6.  Vpaylo View is table for Payloads code data. We can create view using 

SQL Command below  and data structure following: Table B-21  

ALTER ALGORITHM=UNDEFINED DEFINER=`root`@`localhost` SQL SECURITY DEFINER VIEW vpaylo` 

AS select `paylo`.`typ` AS `sys`,`paylo`.`paylo` AS `paylo`,`paylo`.`name` AS `name` from `paylo` where 1 

Table B-21  Vmsfall View 

No Name Type Collation Null Default Extra 

1 paylo  varchar(55) utf8_general_ci Yes NULL Payload Path 

2 typ  varchar(7) utf8_general_ci Yes NULL Type 

3 name  varchar(94) utf8_general_ci Yes NULL Payload Name  

 

7.  Rep_cvss View is table for vulnerability reference/exploit report. We 

can create view using SQL Command below  and data structure following: Table B-22  

ALTER ALGORITHM=UNDEFINED DEFINER=`root`@`localhost` SQL SECURITY DEFINER VIEW 

`rep_cvss` AS select `sumary`.`risk_cvss` AS `cvss`,`sumary`.`name` AS `name`,`sumary`.`service` AS 

`service`,`sumary`.`tag` AS `tag`,`sumary`.`pluginID` AS `pluginID`,`sumary`.`pluginName` AS 

`pluginName`,`sumary`.`solution` AS `solution`,`sumary`.`metasploit_name` AS 

`metasploit_name`,`sumary`.`see_also` AS `see_also`,`sumary`.`name2` AS `name2`,`sumary`.`nameip` AS 

`nameip`,`sumary`.`cve` AS `cve`,`fulldisc`.`FullDisc` AS `fulldisc`,`fulldisc`.`Link` AS `fullink`,`explodb`.`link` 

AS `exdbink` from ((`sumary` left join `fulldisc` on((`sumary`.`cve` = `fulldisc`.`CVE`))) left join `explodb` 

on((`sumary`.`cve` = `explodb`.`CVE`))) group by 1,2,3,4,5 

Table B-22  Rep_cvss View 

No Name Type Collation Null Default Extra 

1 cvss  varchar(10) utf8_general_ci No 

 

Risk  

2 name  text utf8_general_ci Yes NULL Systems 

3 service  mediumtext utf8_general_ci Yes NULL Service Name 

4 tag  text utf8_general_ci Yes NULL Descriptions1 

5 pluginID  varchar(20) utf8_general_ci Yes NULL Plugin ID 

6 pluginName  text utf8_general_ci Yes NULL Plugin Name 

7 solution  text utf8_general_ci Yes NULL Solution 

8 metasploit_name  text utf8_general_ci Yes NULL Metasploit Name 

9 see_also  text utf8_general_ci Yes NULL See Also 

10 name2  varchar(27) utf8_general_ci Yes NULL IP Address (hide) 

11 nameip  varchar(15) utf8_general_ci Yes NULL IP Address 

12 cve  text utf8_general_ci Yes NULL CVE Number 

13 fulldisc  varchar(196) utf8_general_ci Yes NULL full-disclosure1 

14 fullink  varchar(67) utf8_general_ci Yes NULL full-disclosure2 

15 exdbink  varchar(41) utf8_general_ci Yes NULL  full-disclosure3 
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APPENDIX C 

SECURITY RISK EVALUATE RESULT 

 

 

1) Risk Evaluate Result Hospital A 

 

Table C-1  Risk Rating Hospital A 
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Table C-1  Risk Rating Hospital A (Cont.) 
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Table C-1  Risk Rating Hospital A (Cont.) 
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Table C-1  Risk Rating Hospital A (Cont.) 
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Table C-1  Risk Rating Hospital A (Cont.) 
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2) Risk Evaluate Result Hospital B  

Table C-2  Risk Rating Hospital B 
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Table C-2 Risk Rating Hospital B (Cont.) 
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Table C-2 Risk Rating Hospital B (Cont.) 
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Table C-2 Risk Rating Hospital B (Cont.) 
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Table C-2 Risk Rating Hospital B (Cont.) 
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APPENDIX D 

RISK ASSESSMENT REPORT 

 

 

1) Risk Assessment Report  Hospital A 

Table D-1  Risk Assessment Report  Hospital A [CVSS Score] Factor 
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Table D-1  Risk Assessment Report  Hospital A [CVSS Score] (Cont.) 
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Table D-1  Risk Assessment Report  Hospital A [CVSS Score] (Cont.) 
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Table D-1  Risk Assessment Report  Hospital A [CVSS Score] (Cont.) 
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Table D-1  Risk Assessment Report  Hospital A [CVSS Score] (Cont.) 
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Table D-1  Risk Assessment Report  Hospital A [CVSS Score] (Cont.) 
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Table D-1  Risk Assessment Report  Hospital A [CVSS Score] (Cont.) 
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Table D-1  Risk Assessment Report  Hospital A [CVSS Score] (Cont.) 
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Table D-1  Risk Assessment Report  Hospital A [CVSS Score] (Cont.) 
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Table D-2  Risk Assessment Report  Hospital A [OWASP + Business Impact]  
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Table D-2  Risk Assessment Report  Hospital A [OWASP + Business Impact] (Cont.) 
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Table D-2  Risk Assessment Report  Hospital A [OWASP + Business Impact] (Cont.) 
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Table D-2  Risk Assessment Report  Hospital A [OWASP + Business Impact] (Cont.) 
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Table D-2  Risk Assessment Report  Hospital A [OWASP + Business Impact] (Cont.) 
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Table D-2  Risk Assessment Report  Hospital A [OWASP + Business Impact] (Cont.) 

 

 

 

 

 



Surapol Ruaysungnoen                                                                                                      Appendices / 136 

 

Table D-2  Risk Assessment Report  Hospital A [OWASP + Business Impact] (Cont.) 
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Table D-2  Risk Assessment Report  Hospital A [OWASP + Business Impact] (Cont.) 
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Table D-3  Risk Assessment Report  Hospital B [CVSS Score]  
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Table D-3  Risk Assessment Report  Hospital B [CVSS Score] (Cont.) 
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Table D-3  Risk Assessment Report  Hospital B [CVSS Score] (Cont.) 
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Table D-3  Risk Assessment Report  Hospital B [CVSS Score] (Cont.) 
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Table D-3  Risk Assessment Report  Hospital B [CVSS Score] (Cont.) 
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Table D-3  Risk Assessment Report  Hospital B [CVSS Score] (Cont.) 
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Table D-4  Risk Assessment Report  Hospital B [OWASP + Business Impact] 
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Table D-4  Risk Assessment Report  Hospital B [OWASP + Business Impact] (Cont.) 
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Table D-4  Risk Assessment Report  Hospital B [OWASP + Business Impact] (Cont.) 
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Table D-4  Risk Assessment Report  Hospital B [OWASP + Business Impact] (Cont.) 
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Table D-4  Risk Assessment Report  Hospital B [OWASP + Business Impact] (Cont.) 
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Table D-4  Risk Assessment Report  Hospital B [OWASP + Business Impact] (Cont.) 
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APPENDIX E 

VULNERABILITY VERIFY RESULT 

 

 

Table E-1  Verify Vulnerability Hospital A 
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Table E-1  Verify Vulnerability Hospital A (Cont.) 
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Table E-1  Verify Vulnerability Hospital A (Cont.) 
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Table E-2  Verify Vulnerability Hospital B  
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Table E-2  Verify Vulnerability Hospital B (Cont.) 
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